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An Improved Method of Embedding Data into
Pictures by Modulo Masking

KAZUHIKO HARA, TADASHI SHIMOMURA, TAKAAKI HASEGAWA, MEMBER, IEEE, AND
MASAO NAKAGAWA, MEMBER, IEEE

Abstract—An improved scheme with vertical block allocation of
embedding data into industrial quality monochrome analog pictures by
modulo masking is investigated. The video signal on each scan line is
sampled, and a data bit is inserted into a block of three pels by an
improved modulo masking scrambling technique of the luminance level
of only one pel in the block. The performance of the system proposed
here is compared to that of a conventional system. The number of data
bits embedded in an image for the proposed system is about 1.3 times as
large as that of the conventional system. In addition the SNR of the
recovered image in the new system is increased by about 3-4 dB.

I. INTRODUCTION

NALOG picture or speech signals are highly correlated.

For example the luminance levels of a picture cell (pel)
and adjacent pels are highly correlated with each other. This
characteristic can be exploited to enable the analog signal to be
an unwitting data carrier. The process of inserting data into the
picture or speech signal causes the transmitted signals to be
different from the original signals. This signal modification,
far from being undesirable, may be welcomed, making it
fatiguing or difficult for an eavesdropper to comprehend the
information being transmitted. The analog signals can be
recovered at the receiver with an acceptably small perceptual
degradation, and the data can be regenerated with a bit error
rate (BER) below a specified level.

Some systems which transmit analog signals, such as
speech, facsimile, and television, with multiplexed digital
data, have been proposed [1]-[13]. Steele and Vitello embed-
ded data into speech by using scrambling techniques [1], [2].
Wong, Steele, and Xydeas have inserted data onto the phase of
speech signals [4]. Feher ef al. have described methods for
incorporating data with microwave analog signals. These are
known as data-above-voice (DAV), data-under-voice (DUV)
[6], and data-above-video (DAVID) [7]. Nakagawa and Saito
proposed a simple hybrid multiplexing method for analog and
digital signals using amplitude multiplexing with a signal
separator at the receiver [11], [12]. Recently, starting with the
concepts of Steele and Vitello [1], [2], Xydeas, Kostic, and
Steele proposed methods of embedding data into monochrome
pictures by modulo masking [3].

In the system of [3], contiguous blocks of N pels along the
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scan lines (one-dimensional processing) are used to support
data. One bit may be inserted into a block by scrambling the
luminance level of only one pel, rather than N pels. The
method of scrambling is modulo masking where the luminance
level of the pel to be scrambled is modulo added to a fixed
number. .

In the conventional system, the block consists of contiguous
pels along the scan line (horizontal line). In this paper, we turn
our attention to the point that not only horizontally, but also
vertically, contiguous pels are highly correlated and the point
that the transmitted pel’s direction (horizontal direction) needs
not agree with the block’s direction. We propose a new system
[13] using vertical block allocation with better performance,
i.e., the amount of transmitted data for the new system
becomes about 1.3 times as large as for the conventional
system, while the SNR of the received picture is superior,
about 3—4 dB better than that of the conventional system.

II. CONVENTIONAL SYSTEM [3]

In this section, we describe the data embedding and extrac-
tion algorithm of the conventional scheme [3] so as to facilitate
the understanding of the new algorithm. The transmitter and
receiver algorithms of the conventional system are shown in
Fig. 1.

The video signal, band limited to f. Hz, is sampled at a rate
Js > 2f., and uniformly quantized by an 8-bit quantizer to
yield a sequence of 256-level (0-255) luminance samples.
When a picture consists of 7 scan lines and the luminance level
is sampled m times on each scan line, the picture is divided
into m X n picture elements (pels). Data are then embedded
into this sequence, subject to criteria to be described. The
combined picture and data multilevel samples are then
converted into a continuous analog signal by an interpolating
filter which also band limits this signal to f.

Let x;; be the luminance level of the jth pel on the ith scan
line. Three horizontally contiguous pels are taken as a block.

In the first block, having luminance levels x;;, X2, and X3,
the parameter A, is calculated using the following expression:

(e = xp2)? + (e —xp3)?

A, 3

)

A, may be considered as a measure of local picture activity,
and if

2

where T, is a system threshold, it is considered that the block
has a sufficiently low activity for it to support one bit of data.
Prior to data insertion, the value of x;, is modified to

A<T,,

_XntXxp+txgs

3 3

X12

and then data are inserted into the block of three pels by a
scrambling technique.

0090-6778/88/0300-0315$01.00 © 1988 IEEE



316

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 36, NO. 3, MARCH 1988

2
(x97-%492)

+ (x95%13)°

2

L]
12 =

3

X1q + x.|2 + x13

if A < T, 4

if Data = 1
X12=%12-70 ¢ if X;,269
[}12 = %g]  (Fiaekqp070 = if %y,069]  [Ryp-%1, @ 128 mod 256]

] bl
2 X171 * Xq3
g = — ——
2
D = [xip - 2|
I
£ ocmg ] [if e, <D ¢ Ty
Wo bata
9 9
Dy =] (x72470)- A,
X1,2=x1,2—70 : if D; ’Td,1
X:2=x1,2470 : if D¢Ty [x,z-xw@" 128 mod 256
Y ]
lx12 = 3x12—x”—xﬂ IJZ = (x”+X12+x13)/J
post filtering : 3 & (X 3+ x, )y / 3
(only if both current and subsequent blocks convey data)

Fig. 1.

The representation of modulo addition is
u=v & wmod z @

which means v is added to w, modulo z, to give a number u,
and the reverse operation is defined by the following equation:

v=u &~ ! wmod z. ®)

The data are embedded into the block of pels by scrambling
the luminance level X, according to

X2 ® 128 mod 256; data logical 1 (6-1)
Xp={ X12— 170, if X,>69; data logical 0 (6-2)
X2+ 70, if X, < 69; data logical 0. (6-3)

When the activity of luminance levels in the block is
considered too high, i.e.,

Az Ty, 0]

no data are transmitted. However, to assist the receiver in its
task of deciding if the block of pels contains data, the activity
A, of this block is lowered by means of altering the center pel
to X, using (3).

After these operations, the output sequence Sr is

X115 X12, X13
Sr= .
X115 X125 X13

(data exists) ®8)
(no data). )

Having processed the block of the first three pels on the first

Conventional system. (a) The transmitter. (b) The receiver.

scan line, the same operation is done on the following blocks
of three pels on the same line. The second scan line in the
picture is next processed in an identical way to that of the first
scan line, and the same operation is done in the entire frame.
The multilevel samples are then converted into a continuous
analog signal, band-limited to f;, by an interpolating filter.

At the receiver, the continuous combined picture and data
signal is sampled at f, Hz to yield the received sequence. From
this sequence,

(10

where a prime above the symbol 1mp11es its presence at the
receiver

— v/
Sp=X|;, X[, X[

X[ +x
N=—"7— 11
2 2 an
is formed. A distance measure
D=|x},— (12)
is made and compared to two distance thresholds Ty, and
Ty,.
If
D = Ty,, 13)

it is concluded that no data are present. From (3), th

regenerated intensity of the center pel is given as
1

X =3x/,—x/,— x5 (19)

! X, (capital letter) is not same as x;, (small letter).
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If
D>T,, (15)

where T, > Ty, it is concluded that a logical 1 is embedded
as defined in (6-1). From (5),

x/,=x/, ® ! 128 mod 256 (16)

and the value of x, is further smoothed according to

X[+ Xp+xg
Xpp=———F— an
3
X is regarded as the regenerated value.
If

Tg1<D = Typ, (18)

it is considered that a logical 0 is conveyed. x/, is the received
version of X, determined by (6-2) or (6-3). To determine
which equation has been used, the following procedure is
performed:

X-l’2=xl'2+70 (19)
and a new distance measure is formulated.
D! =|X},~\,|. (20)

If this X, is correct, D| will be small; and (21) should be
satisfied.

D = Ty,. 1)

If (21) is not satisfied, it is known that the original addition of
70 to x [, was wrong. So (22) is used.

X[,=x[,~10. 2)

The luminance level X/, is then smoothed according to (17) to
yield X7,.
Finally, the regenerated sequence becomes
L 1=X 1/ 1

X2, X5 (23)

The sequence of output pels for the first and second blocks
is given by (23) and

L2=x1,4: XIS’ xlIG’ (24)

respectively, where Xs is the modified value of the received
pel x ;. It was found experimentally that the effect of channel
dispersion on a block of pels, whose center pel had been
subjected to modulo masking scrambling as means of inser-
tion, was to cause distortion in neighboring pels. The greatest
distortion was inflicted on the last pel in the block, as it
immediately followed the scrambled pel whose luminance
level had been significantly altered by the modulo addition.
Thus, for the first block of data, x|, contains an error far
greater than that in the next pel x/,. The luminance errors in
the picture are, therefore, reduced replacing x; with X3 as
below:

X,2+xl’3+x]’4
3

This postfiltering procedure is only applied if the subsequent
block is also used to convey data.

25

Xi3=

III. NEW SYSTEM
In this section, we refer to problems of the conventional
scheme, and propose a new algorithm.
A. Problems of the Conventional System

Problem 1): Distortion of X, for ideal channel caused by
an incomplete reverse procedure.
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Let us consider the case that data of logical value 1 is
embedded into the block (X, X2, X13). And if x;; < 128, the
output sequence of the transmitter is

Sr=x11, (x1 + X2+ x13)/3+ 128, x45.

(26)

If the channel is ideal, the received sequence is the same as that
transmitted, i.e., Sy. Now if it is correctly concluded from the
value of the distance measure that data of logical value 1 have
been embedded, the regenerated luminance level X, is given
from (16) and (17)

X1+ X2+ X13
X1 +T+xl3
Xi,=
12 3
_4x“+x12+4x13 en

From (27), it is clear that the original luminance value of x), is
almost lost for large coefficients of x;; and x);, although X,
(regenerated) is desired to be equal to x), (original). Only
when A,, which indicates the local activity of the luminance
levels xy;, X2, and X3, satisfies inequality (2) (4; < T,,), is
data embedded. So, if the value of 7,; is very small, the
following expression would be satisfied in many blocks:

X1 = X2 5 X3

(28)

and (27) becomes

X = xp. (29)

Even when inequality (2) is satisfied, however, if the values of
xi; and X3 are almost the same and only Xy, is different, (28) is
not satisfied. Then X), has large distortion. Meanwhile,
lowering the value of 7,, decreases the number of blocks
which could convey data. If the value of T, is increased to
increase the number of transmission data bits, (28) is not
satisfied, and the distortion of X, becomes large.

In short, distortion of X, is caused by an incomplete
reverse operation.

Problem 2): Distortion of x|; in dispersive channels.

Let us consider the case where data of logical value 1 is
embedded into a block, as in the previous paragraph, and that
the channel is dispersive. Fig. 2 shows examples of the
transmitted and received signals on the assumption that xi,,
X2, and x;3 are all equal to 100. E), E,, and Ej; are distortions
(errors) of X115 X12 ((x” + xp + x13)/3 + 128), and X13,
respectively. The regenerated luminance levels are calculated
as

xl/l=x“+E| (30-1)
4x,+x,+4x; E +E,+E
X12 _ 11 12 13 + 1 2 3 (30_2)
9 3
x[,=X3+Ej. (30-3)

It was found experimentally all the time that E; was far smaller
than E, or E;, and that E;, and F; had opposite signs from each
other. Therefore, it is known from (30-1) that the distortion of
X/, is small.

In the case that x|; = x); = X3, the distortion of X, is
found out to be

E\+E,+E;s
3

from (30-2). As E; and E; héve opposite signs, they cancel.
each other out and the remainder is divided by three. Then the
distortion of X, indeed becomes small.
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228 /7

o i

y ! Transmitted sequence

E E3 f E ------ Received sequence
1 * ! u
e, .-

100 e

X{1 X12 X13 X14 %15 X16
Fig. 2. Example of transmitted and received sequences (dispersive channel).

However, x/; has distortion E;, which may be relatively
large. Although the distortion of x/, is decreased by post-
filtering which is applied only when the subsequent block is
also used to convey data, x|, is rather distorted because of
being replaced with the mean value of three pels if the block
has some degree of activity of luminance levels.

B. New System

To reduce the distortions which we have discussed in the
previous section, and simultaneously to increase the transmis-
sion data rate, we have modified some points of the algorithm
of the conventional system. The modified algorithm is shown
in Fig. 5.

a) Arrangement of Blocks: In the conventional system,
each block consists of three horizontal pels; in the new system,
we arrange the blocks vertically as shown in Fig. 3. As a
matter of course, even if any modification of blocks were
done, the order of the transmitted pels is not modified.
Because of this arrangement, the distortion is caused by a
dispersive channel when data are embedded, exists only on the
central line (x;;, X2, X23, X24, * * *). The upper line (xy;, X12, X3,
- - -) and the under line (x31, X32, X33, * * *) are only distorted a
little. Furthermore, the use of vertical blocks makes it possible
to overlap the blocks as shown in Fig. 3. For example, block-
A (x11, X21, X3;) and block-B (x3;1, X41, Xs51) have the common
pel, x;,. Consequently, each block covers two pels in the new
system, while each block covered three pels in the conven-
tional system. The number of blocks that each picture requires
in the new system is about 1.5 times as large as that in the
conventional system.

The new system takes advantage of characteristic that
distortion spreads horizontally, not vertically.

b) Regeneration by the Complete Reverse Procedure:
Fig. 4 shows the transmitted and received signal waveforms of
a data embedded line, which consists of only the central pels of
blocks (x3;, X23, X23, * * *), in the case of a dispersive channel
(fOl‘ Xy = X2 = X3 = *°° = 100).

Equations (31) and (32) for the vertical block arrangement
correspond to (3) and (17), respectively, for the conventional
system.

. X1 +X1+ X3 .
Yoy = 1—3'——' (transmitter) (31
x/ +X, +x]
11 21 31 .
Xyy=———  (receiver). (32)

3

As a solution to Problem 1), a complete reverse regeneration
procedure should be done; i.e., not equation (32) (incomplete
reverse) but (33) below (complete reverse) should be used at
the receiver:

—_ ’ r ’
X =3X,,—x/,—x;.

(33)

However, from Fig. 4, the pels on this line may have large
distortions if (33) is used. For example, X3, has rather large
distortion on account of the term 3X . So, at the transmitter,
when 4, = T,,, the signal is smoothed using (31). If A, <
T,,1, the signal is not smoothed and data are embedded. At the
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Fig. 3. Block allocation for the new system.
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l
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1

embedded data ! 0 0 data

Transmitted sequence

Received sequence

Fig. 4. Example of the transmitted and received sequences on data inserted
line in the new system (dispersive channel).

receiver, data are extracted by the same procedure as the
conventional system and the value of x;; is regenerated by
reverse operations.

By this complete reverse regeneration, the distortion of the
regenerated center pel of the data containing block is not
trebled. Although averaging of data embedding blocks is
omitted, as such blocks have sufficiently low activity, the
receiver can correctly regenerate the data.

¢) Reducing Distortion: 1t is clear from Fig. 4 that in the
case when the data of a block are different from that of the
previous block, the distortions of the central pels of the blocks
become large. When a previous block has embedded data and
the central pel of a no-data block is regenerated by a reverse
operation, i.e.,

Xu=3x,,—x/,—x4, (34)
x,, has large distortion. Furthermore, X3 has a distor;ion
about three times that. So, the following procedure is done at
the transmitter. Although A, < T,,, if A/ = T,, in the
following block, data are not embedded and the only operation
performed is
X1 = X21. (35)
In the receiver, if the block does not have embedded data and
the previous block has data, X3, is regenerated using
Xu=x,, (36)
instead of (34).

In most cases, this procedure makes the complete reverse
regeneration possible. By this procedure, an incomplete
reverse regeneration occurs only if a block which has small
activity (4, < T,,;) and a block which has large activity (A4,
= T,,) are transmitted alternately. In this case, the block
which must be regenerated by (36) would be wrongly
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2
1
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7 9
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2 2
’
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I

1

[No_Datal

[DL=Previous block's data'

[if DL=1o§[

[if D; =No Data

b7 =[(xdy+65)- A7)
x21=x;,—65 :

9
X51=X1+65

if D’1>Td'1

)
if DyeTy 4

I
y T .y 9
Lx21=x21| IX21=3X21‘X11'X3J

post filtering

Xp1=x3; @' 128 mod 2%]

frd 9
: X1 & g+ Xay o x5 /3
(only if D; is not equal to the ock's

(b)

data)

Fig. 5. New system. (a) The transmitter. (b) The receiver.

regenerated by (34). But the probability that such blocks are
transmitted alternately is small; and, even if such a wrong
regeneration is done, the distortion would not become large as
such blocks’ activities are small.

In the new system, the value added to or subtracted from
X321, when data of logical value O are embedded, is changed to
65 from 70 of the conventional system [(6-2) and (6-3)]. The
determination of addition or subtraction depends on whether
X, is smaller than 128 or not.

d) Postfiltering: Distortions become large when the data
of one block are different from that of the previous block. In
such blocks, we calculate X5, as

_ X[+ X +xy
X D — 37

for the sake of reducing distortions. Unless a data error
happens, the smoothing operation does not often make the
distortion large because A; < T, is always satisfied in the
block which conveys different data from the previous block at
the transmitter.

IV. EXPERIMENTAL PROCEDURE

The experiments were performed by means of digital
computer simulation on a monochrome picture, band-limited
to 2.5 MHz, sampled at 5.5 MHz, and composed of 256 lines
with 256 pels/line in the same way as Xydeas’ procedure [3].
Then a picture consists of 65536 (= 256 x 256) pels. We
used the well-known ‘‘girl”’ and ‘‘couple’’ images in our
experiments.

Because picture signals tend to be conveyed over coaxial
quality channels, we opted for a mildly dispersive channel in

the form of a second-order low-pass Butterworth filter having
a cutoff frequency of 2.5 MHz plus additive Gaussian white
noise. We did experiments with a channel SNR (SNR(), which
was the ratio of the power of the transmitted signal to that of
the Gaussian white noise of 40 dB as Xydeas did. In the
simulation, the sampling instants at the receiver had an exact
relative correspondence to those at the transmitter.

The estimation of the picture quality was performed by
signal-to-noise ratio (SNR;). SNR; was defined as the ratio of
the power of the original picture signal to that of the noise
component of the regenerated picture signal (= regenerated
signal-original signal).

To ascertain the effect of modifying the embedding al-
gorithm from that shown in Fig. 1 (conventional algorithm) to
that shown in Fig. 5 (almost complete reverse algorithm), we
simulated a system called system 1’. The arrangement of
blocks was the same as that of the new system (Fig. 3) and the
transmiitter and receiver algorithms were the same as those of
the conventional system (Fig. 1), except for the differences of
subscripts where the postfiltering was same as that of the new
system.

V. RESULTS
A. Selection of Ty, T4,

Each system has three system parameters. An activity
threshold 7, for the transmitter, and two distance thresholds
T, and T, for the receiver. First, we determine T, and T,.

Fig. 6 shows the histograms for the distance measure for the
case of the ideal channel, the dispersive channel and the
dispersive channel with its additive Gaussian white noise for
the ‘‘girl”’ image. In Fig. 6, it can be shown that the
histograms in the new system shifted to lower a value of D and
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Fig. 6. (a) Histograms of distance measure for 7,, = 50 (conventional

system). (b) Histograms of distance measure for 7,; = 300 (conventional
system). (c) Histograms of distance measure for T, = 50 (system 1’). (d)
Histograms of distance measure for 7,, = 300 (system 1°). (e) Histograms
of distance measure for T,; = 50 (new system). (f) Histograms of distance
measure for 7,, = 300 (new system).
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TABLE I
SYSTEM PARAMETERS
Ta,n T4,1 Tq,2
Conventional system 50 40 90
System 1' 50 40 90
New System 50 30 90

40 T T
with postfiltering
35 F
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o
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o
Z
)
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300
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(a) SNR; as a function of T, (girl image). (b) SNR; as a function of
T,,1 (couple image).

Fig. 7.

spread by the dispersive channel. When the channel had
additive Gaussian white noise the histograms spread more
widely.

When the histograms (no data, data logical O, and data
logical 1) do not overlap, data errors could not occur by
selecting adequate values of 7,, and 7,,. The values we
determined for Ty, T, are given in Table I.

B. Selection of T,,

The larger the value of T,,, the more data can be conveyed.
However, increasing the value of T,; tends to make the
histograms widely spread and overlap (see Fig. 6), and data
errors occur.

The effect of 7,,; on the SNR, and the number of embedded
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Fig. 8. (a) Number of transmitted data as a function of T, (girl image). (b)
Number of transmitted data as a function of T,; (couple image).

data per picture are shown in Fig. 7 for the ‘‘girl”’ image and
in Fig. 8 for the ‘‘couple’’ image.

In Fig. 7, SNR, was degraded as 7, became large in both
the conventional and the new system, but the degradation was
greater in the conventional system. This is most noticeable in
the systems without postfiltering. There are two reasons for
this tendency.

First, in the conventional system, the luminance level of the
central pel is replaced by the mean value of the block’s pels.
Therefore, if T,, is large, the local picture activity also
becomes large, and regenerated value becomes far from the
original value. In the new system, the receiver regenerates
luminance levels by means of the almost complete reverse
procedure, and no distortion is caused by that kind of
operation.

Second, in the conventional (horizontal block arrangement)
system, the third pel of a data embedded block is most
distorted due to the channel dispersion. Therefore, if the value
of T, becomes large, the amount of the pel which has such
distortion would increase in proportion to the amount of
embedded data. In other words, the amount of embedded data
directly determines the degree of the distortion. In the new
(vertical block arrangement) system, the central pel of the
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TABLE II
SYSTEM PERFORMANCES
SNR (dB) Number of
Post filtering embedded data
Conv. girl 30.42 33.76 14241
couple 31.46 34.97 15128
System 1' girl 28.29 34,23 21600
couple 31.38 36.99 23800
New girl 34.01 36.94 17855
couple 35.98 39.16 21200
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block that has embedded data which are different from the
previous block’s data are most distorted. As there is little
distortion in the block that has embedded the same data as that
of the previous block, the distortion would not always increase
in proportion to the amount of embedded data. So, the
degradation of SNR, would be greater in the conventional
system than in the new system.

On the other hand, the SNR; of system 1’ without
postfiltering was increased as T, became large. The reason
for this is as follows. In system 1’, a data-free block is
regenerated by (34). As mentioned in Section III-B c), if the
previous block has embedded data, x,, has large distortion,
and, furthermore, X, has larger distortion. As T, becomes
large, few blocks will suffer from such distortion. So, SNR,
would be increased.

The system parameter T,, is chosen within the limits of no
error by both the data transmitting efficiency and the SNR; of
the regenerated picture. The value 50 was used for 7, in [3].
As this value is appropriate for Figs. 7 and 8, our experiments
were run with 7,, = 50. The values of other parameters are
shown in Table I.

C. Performance Comparisons

Fig. 9 shows the relation between SNR; and the amount of
conveyed data. The higher SNR; and the larger the number of
conveyed data, the better the system performance. Therefore,
in Fig. 9, we can see that the new system has better
performance than the older system on both points, i.e., SNR,
and the amount of conveyed data.

The performance of each system with the system parameters
shown in Table I are displayed in Table II. It is shown that the
SNR, of the regenerated picture of the new system is 3-4 dB
greater than that of the conventional system, and the number
of embedded data per picture in the new system is about 1.3
times as large as that in the conventional system. By
comparing the new system to the system 1, the effect of the
algorithm modification is ascertained. In Table II, it is shown
that the SNR, was improved about 2.5 dB by the almost
complete reverse algorithm.

Fig. 10 shows the original and regenerated signals’ wave-
forms for data embedded scan line, embedded data, and error
signal between the original and regenerated signals for the
‘“‘girl’’ image.

Finally, we refer to memories and the amount of calcula-
tion. In the conventional system, as the operation is done in
sequence along the scan line, the minimum memory require-
ment for real-time operation is for three-pel operation. The
new system needs memory for two scan-lines plus two-pel
operation at least. However, that is not a large problem
considering recent progress in semiconductor technology.

The amounts of calculation for each block of both systems
are nearly equal.

VI. CONCLUSION

By means of improving the system of embedding data into
pictures by modulo masking, we proposed a new data
embedding system with vertically allocated blocks. The
vertical block allocation makes it possible not only to increase
the amount of transmittable data, but also to operate an almost
complete reverse procedure for regeneration of the picture.
Also, we estimated the performance of the new system and
compared it to the conventional system by computer simula-
tion.

The amount of transmitted data in the new system was about
1.3 times as large as in the conventional, simultaneously the
SNR, of the regenerated image was improved about 3-4 dB.
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