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SUMMARY  This paper describes a new individual iden-
tification system employing a novel application of the PC/SS
scheme. Since the proposed system requires no magnetic infor-
mation, it is robust to various changes in environment. Moreover,
it is applicable to contemporary identification systems as an offi-
cer identifies one’s face with the card’s portrait at immigration.
In addition, cooperation with existing identification systems us-
ing magnetic information and this proposed system provides more
secure identification. The proposed system embeds a cardholder-
related information that forms a watermark generated by the
modulating manner of the PC/SS scheme into cardholder’s por-
trait printed on the card using a simple watermarking scheme
also proposed in this paper. Experimental results show that the
proposed system extracts embedded information correctly as its
fundamental ability. Furthermore, various properties of this sys-
tem have been investigated, and it has been found that the spatial
resolution of scanners is the most dominant to the performance
of the proposed system.

key words: identification, digital watermark, PC/SS, real num-
ber sequence, portrait

1. Introduction

Recently, many researchers have studied digital water-
marking technology multiplexing digital contents and
related information referred to a watermark to protect
rights on contents, for example [1]. A digital water-
marking scheme embeds a watermark into the related
content directly and imperceptibly.

While, a new spread spectrum communication sys-
tem that provides a high-speed data transmission ca-
pability and an efficient use of radio frequency is re-
quired for wireless mobile communications. In such
a situation, the parallel combinatorial spread spec-
trum (PC/SS) communication system was proposed
and studied [2], [3].

On the other hand, although magnetic informa-
tion is vulnerable against intentional modifications or
changes in environment, contemporary individual iden-
tification systems use information recorded magneti-
cally on the one’s ID card. Thus, we need a novel in-
dividual identification system employing a new robust
storing scheme.
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In this paper, a new individual identification sys-
tem as a novel application of the PC/SS scheme is pro-
posed. In this proposed system, a card issuer embeds
card owner-related information that forms a watermark
generated by the modulating manner of the PC/SS
scheme into the one’s facial portrait on their own card.
Since no magnetic information is used for identification
in the proposed system, this system is robust to inten-
tional modifications or various environments.

This proposed system is applicable to existing
identification systems that a person is identified by
one’s own ID card holding the cardholder’s portrait on
itself as a passport, a car license, and a recent credit
card. Therefore, this proposed system is an upper com-
patible system to contemporary identification systems
that a human identifies a cardholder’s face with the
portrait on the card. Nevertheless, the cooperation be-
tween contemporary identification systems using mag-
netic information and the proposed system provides
more secure identification.

Furthermore, it requires no communication facil-
ity for transactions between a card reader and the
database. Because the employed watermarking scheme
also proposed in this paper needs no original image in
its watermark extracting process.

2. Parallel Combinatorial Spread Spectrum
System [2], [3]

The parallel combinatorial spread spectrum (PC/SS)
system is a kind of multi-code direct sequence spread
spectrum system, and uses combinations of pseudo-
noise (PN) sequences. The baseband modulation of the
PC/SS system is described here.

A transmitter has a set of M orthogonal sequences
whose element is —1 or +1. An input sequence of k-
bits data (d;, = (di,dg,---,dk),d; € {0,1}) is con-
verted to data of k parallel channels, and a mapping
circuit chooses r transmitting PN sequences from the
M assigned sequences according to the paralleled data.

The mapping method carried out as follows: First,
d;, is split into two parts. The former dy, =
(d1,ds, - ,d,) represents the + or — signature of each
chosen sequence. A state of the rest part d. =
(dr41,dryo,-+-,dg) specifies a combination of r se-
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quences.

Next, to select 7 PN sequences, d. is coded into
a constant weight code of length M and weight r
(¢ = (e1,¢2,++,em), ¢ € {0,1}) referred to a (M,r)
constant weight code. The mapping circuit chooses the
i-th PN sequence for transmitting when ¢; = 1.

A signature sequence for a set of transmitting se-
quences is derived from (—1)%(i = 1,2,---,7). Then,
a transmitter multiplies a PN sequence set with d,
and transmits the sum of multiplied sequences forms a
multi-level signal with (r + 1) levels.

At a receiver, M matched filters are used to de-
spread a received signal. Each filter matches the as-
signed PN sequence that is the same with the counter-
part in a transmitter.

In the decision circuit, the r-out-of-M combination
of transmitted PN sequences is estimated from matched
filter outputs y = (y1,¥y2,  -,ym). According to the
descending order of y;2, the r largest elements of y;2
are decoded to ‘1,” and the others are decoded to ‘0.

Then, the estimated combination of sequences is
transformed into a (M,r) constant weight code that
becomes the latter part of the received data. From
y and a constant weight code, we get the signature-
dependent data that becomes the former part of the
received data. The decoded data is ‘1’ when y; > 0,
and the others are decoded into ‘0.

Finally, the receiver output is obtained through
parallel to serial conversion.

3. Proposed Watermarking Scheme

A simple image-watermarking scheme extracting an
embedded watermark without any original image is pro-
posed here. In this proposed scheme, a watermark is
an L-length real number sequence X = (x1, 2, -, x)
instead of the multi-level combined sequence using in
the PC/SS system.

First in each embedding process, a DCT coefficient
matrix (F = f(u,v)) is extracted from each digital
document D by applying two-dimensional DCT to the
whole D. u and v represent the horizontal frequency
and the vertical frequency respectively.

Then, the scheme inserts X multiplied by the scal-
ing factor « into F' according to the L-length secret key
S = (81,82, -, sp) derived from the preliminary inves-
tigation described below. To obtain the watermarked
matrix (F' = f/(u,v)), the following equation is em-
ployed.

f/(uiavi) = QT;

flu; —1Lv, — 1)+ fug,v; — 1)
1) +f(ui+Lv,—1)+ (ul 1,v;)
T8 S+ L)+ flui— Lo+ 1) [
(U17U1+1)+f(uz+1vz+1)

(1)

- corresponding
e(u,y) Cpnax(UsV)

Th

‘ (u,v)s (u,v)s

(b) (0)

(a) Obtaining e(u,v) and emax(u,v), (b) e(u,v)s in as-

Fig.1
cending order, and (c¢) emax(u,v)s ordered according to the as-

cending order of e(u,v). Since the second emax is greater than
the threshold Th in (c), its corresponding e(u, v) is not chosen as

a component of S, although its corresponding e(u,v) is smaller
than that of the third emax(u,v) in (b).

where u; and v; represent the horizontal frequency and
the vertical frequency pointed by s; respectively. Fi-
nally, the watermarked image D’ is acquired by IDCT.

A hidden watermark is extracted with the same S
that is the counterpart in the inserting process.

An algorithm to determine a secret key S is de-
scribed here. S is derived from a preliminary investi-
gation using several images.

Firstly, the error matrix (E = e(u,v)) of each im-
age is obtained, where e(u, v) is the difference between
f(u,v) and the mean value of its surrounding eight co-
efficients defined as

e(u,v) = f(u,v

)

flu=1,v=1)+ f(u,v—=1)
+f(u+1av_1)+f(u_1vv) (2)

flu+1l,v)+ flu—1,v+1) (-

flu,v4+1)+ flu+1,v+1)

Secondly, the matrix of the mean square of e(u, v)
among images (E = e(u,v)) and the matrix of the
maximum square of e(u,v) among images (Emax =
emax (U, v)) are obtained (Fig. 1(a)).

Finally, according to the ascending order of e(u, v)
whose corresponding epyax(u,v) is smaller than the
threshold Th, L of (u,v)s are chosen to construct S
(Figs. 1(b) and (c)). We suppose that either an embed-
ding user or a watermarking system provider can make
various S depending on not only the set of images for
the above mentioned investigation but also the order
of (u,v)s obtained from the result of the investigation
itself.

4. Proposed Identification System

Figure 2 depicts the block diagram of the proposed
identification system.

In the issuing process, a watermark indicating the
cardholder is generated by the manner of the transmis-
sion in PC/SS communication systems described in 2.
A card issuer chooses r sequences from assigned M or-
thogonal sequences according to a k bit user-identifying
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Fig.2 The block diagram of the proposed system.

data that may consist of the user-defined PIN and user-
related information. Assigned sequences consist of L-
length real number sequence that has standard nor-
mal distribution. Note that each card-issuing house
may make their own orthogonal sequences by applying
the Gram-Schmidt orthogonalization to real number se-
quences for growing the security level up.

Each selected sequence is modulated with —1 or +1
according to the user-identifying data, and a watermark
is derived from the sum of all modulated sequences. A
digital watermarking scheme embedding a real num-
ber watermark like the watermarking scheme described
above inserts a generated watermark into one’s facial
portrait, and the watermarked image is printed on the
one’s ID card.

A cardholder inserts the cardholder’s own card into
a card reader and enters his/her own PIN to the reader.
Then, the card reader scans the portrait and related
items from the inserted ID card. The resolution of the
scanned image is adjusted to that of the original im-
age, and then the watermarking scheme extracts the
embedded watermark from the portrait.

The decision circuit calculates zero-shift cross cor-
relation values between the extracted watermark and
each orthogonal sequence. Each sequence is the same
with the counterpart in the issuer. It is determine that
the set of r sequences whose squared cross correlation
values are the r largest values is selected to generate
the embedded watermark. The user-identifying data
is derived from the combination of determined r se-
quences and the signature state of them. Finally, the
card reader compares the scanned item with the infor-
mation from the decoded data to detect tampering of
the card, and compares the user-entered PIN to PIN
from the decoded data to identify the cardholder.

It is important that this proposed system has up-
per compatibility to contemporary identification sys-
tems. An example is immigration, that is, an immigra-
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tion inspector identifies the face of the cardholder fac-
ing the inspector with the portrait on the card. Card-
holder’s portrait photo is sometimes printed on the
holder’s credit card, thus this proposed system is use-
ful at a shop where customers use their credit card. In
addition, because no original image is required in the
watermark extracting process, it is possible that only
the standalone card reader without any communication
facility for transactions is needed.

It is assumed that an issuer prints a portrait on
the regular position of an ID card precisely and a card
reader holds an ID card regularly so that the scanner
mounted on a reader scans a picture precisely. More-
over, we assume that all of the secret information such
as a set of orthogonal sequences and S are protected
by a black box in each card issuer or each card reader.
It is mentioned that parameters used in the proposed
system have to satisfy the inequality

k> r+logy(mCr). (3)

5. Performance Evaluation

Performances of the proposed system are investigated
by computer simulation under the conditions described
in 5.1. The fundamental performance is examined in
5.2, moreover properties against possible degradations
on a scanned image are evaluated from 5.3 to 5.5.
The properties examined include: the spatial resolu-
tion property (in 5.3), the v property (in 5.4) and the
quantization resolution property (in 5.5). Furthermore,
combined properties thereof are evaluated.

5.1 Conditions

Nine pictures that appear in Fig.3 are employed for
evaluations. Each picture consists of 128 x 128 pixels
and has 256 levels from zero to 255 in each RGB chan-
nel, as known as 24-bits color. The luminance level of
each image is adjusted between 10 and 240 linearly. It
is mentioned that only the Y channel of Y/Cb/Cr rep-
resentation is used to insert a watermark. Photogenic
subjects are male.

M of L-length orthogonal real number sequences
are obtained by applying the Gram-Schmidt orthogo-
nalization to M of L-length real number sequences that
each sequence has the standard normal distribution.
Magnitudes of each orthogonal sequence are adjusted
so that an orthogonal real number sequence that has
the standard normal distribution. Both L and M are
set to 1000 in this evaluation.

Considering that an user-identifying data consists
of a four digit PIN represented by 14 bits and a 32
bits user-related information, k is set to 46. Moreover,
allowing that an user-related data becomes 128 bits,
the condition of &k = 142 is also employed. r should
be the smallest value satisfied inequality (3) for each k;
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Fig.3 Luminance level adjusted portraits.

when k& = 46, r is set to five, and r = 18, when k = 142.
Five watermarks are used for each r, and each wa-
termark is the sum of random selected sequences that
are modulated randomly with —1 or 4+1. Since each
orthogonal real number sequence that has the standard
normal distribution, a watermark generated from r real
number sequences has the distribution N(0,7r).

S is derived from the preliminary investigation us-
ing nine images mentioned above and is constructed by
L chosen (u,v)s under the ascending order of e(u,v)
whose corresponding €4, (u,v) is smaller than Th
among R, G, B, and Y channels of each image. Th is
set to 22. According to the preliminary subjective ex-
amination for evolving the maximum « that makes an
identification with a watermarked image by eyes possi-
ble, a is set to 4/4500/r.

The performance of the proposed system is eval-
uated in terms of symbol error rate (SER) charac-
teristics as those of PC/SS systems. The SER is
P.=1- P, - P, where P.. and P, represent the
probability of deciding the r-out-of-M combination cor-
rectly and the probability of decoding the signature-
dependent data correctly, respectively [2].

5.2 Fundamental Performance

Both P.; and P,. are equal to one among 90 examina-
tions: nine images, two of r’s, and five watermarks, all
the P, of this proposed system result in being equal to
zero. Figure 4 illustrates a watermarked image with the
PSNR is about 23 [dB]. It is still enough for a human to
identify the cardholder’s face with the card’s portrait
under the condition of PSNR = 23 [dB].

Fig.4 A watermarked image, r = 18, PSNR = 23 [dB].

Table 1  Spacial resolution properties.

Scaling factor

r 0.30 0.70 090 095 099 1.00 1.01 1.05
5 1099 000 0.00 0.00 0.00 0.00 0.00 0.00
18 | 0.99 045 0.00 0.00 0.00 0.00 0.00 0.00

5.3 Spatial Resolution Property

The spatial resolution of the scanner in a card reader
may differ from that of the printer in a card issuer.
Scaling and rescaling a watermarked picture simulates
under such conditions. The quadratic interpolation
[4] used in StirMark [5],[6] is employed as its scaling
method, because StirMark is expected to be a stan-
dard fair benchmark for image-watermarking systems.
Scaling factors employed for evaluation are 0.30, 0.70,
0.90, 0.95, 0.99, 1.01, 1.05, 1.10, and 1.2, because scal-
ing by these factors introduce nonlinear interpolation
to an image. The symbol error rates are shown in Ta-
ble 1. When scaling factor is set to 1.1 and 1.2, P.
results in zero, therefore those results are left out from
Table 1 for its simplicity.

Table 1 demonstrates that P, is equal to zero on
image enlargements. On image reduction as the scaling
factor is set to 0.3 or 0.7, P, marks high. Because im-
age reduction that is equivalent to the low-pass-filtering
deletes high frequency coefficients where most of the
watermarks are embedded. This proposed system is
robust under the conditions that a little difference in
size may make large nonlinear affection on an image as
the scaling factor is equal to 0.95, 0.99, 1.01, and 1.05.

5.4 v Property

Card readers may have a scanner that has the different
~ property each other. The normalized luminance level
of a color channel of a y-controlled image (Lo) is ob-
tained by the equation Lo = L;7, where L; represents
the normalized luminance level of a color channel of a
watermarked photo. Selected +’s are 0.1, 0.2, 0.5, 2.0,
5.0, and 10.0.

Among all examinations, both P.. and P, are
equal to one, and the results show that P, is equal
to zero. It is found that the proposed system works
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correctly, although the ~ property of a scanner varies.
5.5 Quantization Resolution Property

Each card reader may have various quantization resolu-
tions ¢’s that affect the system performance. Through
all the evaluations in this paper, both ¢’s of original por-
traits and watermarked images are eight in each R/G/B
channel as described in 5.1. In this performance eval-
uation, ¢’s of a degraded image fluctuates between one
and seven for each color channels. Note that zero or
255 is represented when g = 1.

Table 2 presents that this proposed system extracts
the embedded information correctly under all the con-
ditions excepting the condition that r = 18 and ¢ = 1.
Since the energy for inserting a watermark generated
from 18 sequences is smaller than that of a watermark
generated from five sequences led from 5.1, the perfor-
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mance is affected by the ¢, when r = 18.
5.6 Spatial Resolution and v Combined Property

Card reader’s scanner may have not only the different
spatial resolution but also the different ~ property from
card issuer’s printer. Evaluation simulates the com-
bined conditions described at 5.3 and 5.4, and results
are pointed in Table 3.

On image enlargements, it is found that P, results
in being equal to zero under all the v variation except-
ing only one condition; r = 18, the scaling factor is
1.05, and v = 10.0. It follows from the results that
P. becomes greater in proportion to increases in the
distance between v and one. The fluctuation of v in-
troduces little degradation to P, under the conditions
the scaling factor is 0.90 or 0.95 in comparison with the
spatial resolution properties described in Table 1.

5.7 Spatial Resolution and Quantization Resolution

Table 2 Quantization resolution properties. Combined Property
q
! 2 3 1 > 6 ! 8 Table 4 shows that the spatial resolution and the quan-
5 | 000 0.00 000 000 000 0.00 0.00 0.00 tization resolution combined properties obtained from
18 | 0.01 0.00 0.00 0.00 0.00 0.00 0.00 0.00 X ) . . R K
combined simulations using the schemes described in
Table 3 Spatial resolution and v combined properties.
Scaling factor
o r 030 0.70 090 095 099 1.00 1.01 1.05 1.10 1.20
0.1 5 1.00 0.02 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 0.99 062 0.06 0.06 0.00 0.00 0.00 0.00 0.00 0.00
0.2 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 1.00 048 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
0.5 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 099 041 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
20 5 0.99 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 0.99 056 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
5.0 5 099 0.02 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 099 0.66 0.00 0.02 0.00 0.00 0.00 0.00 0.00 0.00
10.0 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 099 0.70 0.01 0.04 0.00 0.00 0.00 0.01 0.00 0.00
Table 4  Spatial resolution and quantization resolution combined properties.
Scaling factor
q | r 030 0.70 090 0.95 099 1.00 1.01 1.05 1.10 1.20
1 5 099 0.71 001 0.00 0.01 0.00 0.02 0.00 0.00 0.00
18 099 090 044 052 049 0.01 047 037 0.18 0.19
9 5 099 0.27 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 099 0.77 0.04 0.11 000 0.00 0.00 0.00 0.00 0.00
3 5 099 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 099 0.50 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
4 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 099 049 000 0.00 0.00 0.00 0.00 0.00 0.00 0.00
5 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 098 0.46 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
6 5 099 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 099 041 000 0.00 0.00 0.00 0.00 0.00 0.00 0.00
7 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 098 045 000 0.00 0.00 0.00 0.00 0.00 0.00 0.00
] 5 099 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 099 045 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
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5.3 and 5.5. From the results, P, becomes larger with
decreasing ¢. In particular, P.’s mark high under the
conditions r = 18 and ¢ = 1. Nevertheless, the spatial
resolution property is the dominant factor on the per-
formance when g > 3, consequently the ¢ variation in-
troduces a little influence to the proposed system look-
ing general.

5.8 v and Quantization Resolution Combined Prop-
erty

The v and the quantization resolution combined prop-
erties appear in Table 5. When ¢ > 3, all of the P.’s
are equal to zero, thus Table 5 contains properties un-

der the condition that ¢ < 2. Under the condition that
q is equal to one or two, performances using a water-
mark generated from 18 sequences is influenced. It is
shown that the fluctuation of v affects the proposed
system’s performance smaller than that of the spatial
resolution varying in comparison with Table 3.

5.9 All Combined Property

Combined properties under the conditions that all the
factors described between 5.3 and 5.5 move indepen-
dently appear through Table 6 to Table 11. It is shown
that the spatial resolution is the key item on the prop-
erty, in particular, image reduction with the scaling fac-
tor that is less equal to 0.7. When the scaling factor
is between 0.95 and 1.05, the v property is the domi-

Table 5 v and quantization resolution combined properties. nant cause for degradation o f P, Tt is found that P,
1 01 03 0% 170 50 50100 becomes greate'r .With decreasing'q under t.he specified
=1 000 000 000 000 000 000 000 combined conditions of the spatial resolution and the
! 18 0.14 0.06 0.00 0.00 0.00 0.00 0.05 -
9 5 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 0.04 0.00 0.00 0.00 0.00 0.00 0.00
Table 6  All combined properties, v = 0.1.
Scaling factor
q | T 0.30 0.70 090 095 0.99 1.00 1.01 1.05 1.10 1.20
1 5 1.00 0.89 081 0.72 0.8 0.00 090 0.58 0.56 0.45
18 1.00 097 093 093 095 0.14 096 089 0.86 0.85
9 5 1.00 0.39 0.00 0.02 0.00 0.00 0.00 0.00 0.00 0.00
18 099 083 044 048 038 0.04 032 030 020 0.14
3 5 1.00 0.39 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 1.00 0.80 0.26 0.38 0.20 0.00 0.19 0.16 0.05 0.02
4 5 1.00 0.21 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 099 0.72 0.29 030 0.12 0.00 0.09 0.17 0.03 0.00
5 5 0.99 0.05 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 0.99 066 081 0.14 0.01 0.00 0.00 0.02 0.01 0.00
6 5 1.00 0.02 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 1.00 0.62 0.05 0.07 0.00 0.00 0.00 0.00 0.00 0.00
7 5 1.00 0.04 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 1.00 0.63 0.07 0.09 0.00 0.00 0.00 0.01 0.00 0.00
8 5 1.00 0.02 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 0.99 062 0.06 0.06 0.00 0.00 0.00 0.00 0.00 0.00
Table 7  All combined properties, v = 0.2.
Scaling factor
q | r 0.30 0.70 0.90 0.95 0.99 1.00 1.01 1.05 1.10 1.20
1 5 1.00 048 0.04 0.69 0.07 0.00 0.08 0.03 0.02 0.00
18 099 087 063 063 062 0.06 065 048 0.43 0.31
9 5 1.00 0.45 0.00 0.01 0.00 0.00 0.00 0.00 0.00 0.00
18 0.99 0.81 0.23 0.37 0.23 0.00 0.17 0.14 0.04 0.03
3 5 1.00 0.14 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 099 0.71 0.13 0.15 0.06 0.00 0.09 0.03 0.00 0.00
4 5 0.99 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 0.99 0.59 0.03 0.03 0.00 0.00 0.00 0.00 0.00 0.00
5 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 1.00 0.49 0.00 0.01 0.00 0.00 0.00 0.00 0.00 0.00
6 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 0.99 049 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
7 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 0.99 047 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
] 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 1.00 048 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
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Table 8 All combined properties, v = 0.5.
Scaling factor
q | T 0.30 070 090 095 099 1.00 1.01 1.05 1.10 1.20
1 5 1.00 0.52 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 099 0.84 026 044 0.22 000 0.22 0.17 0.06 0.04
9 5 099 0.19 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0,99 0.78 0.13 0.19 0.17 0.00 0.10 0.04 0.01 0.01
3 5 1.00 0.01 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.59 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
4 5 0.99 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.47 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
5 5 0.99 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.43 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
6 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.43 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
7 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.42 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
8 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.41 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Table 9  All combined properties, v = 2.0.
Scaling factor
q | r 0.30 0.70 090 095 099 1.00 1.01 1.05 1.10 1.20
1 5 1.00 0.81 0.07 0.10 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0,99 093 053 055 0.23 000 024 039 025 0.27
9 5 1.00 0.15 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0,99 0.75 0.05 0.04 0.00 0.00 0.00 0.01 0.00 0.00
3 5 1.00 0.06 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.66 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
4 5 0.99 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0,99 0.59 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
5 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.55 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
6 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.58 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
7 5 0.99 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.56 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
3 5 0.99 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.56 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
Table 10  All combined properties, v = 5.0.
Scaling factor
q | r 0.30 0.70 090 095 099 1.00 1.01 105 1.10 1.20
1 5 1.00 0.31 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0,99 0.80 0.16 0.20 0.02 0.00 0.27 0.88 0.05 0.04
9 5 1.00 0.29 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 099 0.79 0.14 0.13 0.00 0.00 0.00 0.04 0.00 0.00
3 5 1.00 0.07 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0,99 0.70 0.05 0.06 0.00 0.00 0.00 0.01 0.00 0.00
4 5 1.00 0.05 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.68 0.00 0.03 0.00 0.00 0.00 0.00 0.00 0.00
5 5 1.00 0.03 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.68 0.00 0.03 0.00 0.00 0.00 0.00 0.00 0.00
6 5 1.00 0.02 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.66 0.00 0.02 0.00 0.00 0.00 0.00 0.00 0.00
7 5 0.99 0.02 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.66 0.00 0.02 0.00 0.00 0.00 0.00 0.00 0.00
] 5 0.99 0.02 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.66 0.00 0.02 0.00 0.00 0.00 0.00 0.00 0.00
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Table 11  All combined properties, v = 10.0.
Scaling factor
q | T 0.30 070 090 095 099 1.00 1.01 1.05 1.10 1.20
1 5 1.00 0.48 0.17 0.17 0.05 0.00 0.06 0.11 0.09 0.04
18 || 099 0.83 044 044 0.21 005 0.20 0.35 027 0.24
9 5 1.00 0.27 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.80 0.16 0.16 0.02 0.00 0.03 0.08 0.06 0.05
3 5 0.99 0.08 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.71 0.04 0.07 0.00 0.00 0.00 0.02 0.00 0.00
4 5 0.99 0.05 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.72 0.00 0.06 0.00 0.00 0.00 0.01 0.00 0.00
5 5 1.00 0.03 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0,99 0.69 0.01 0.05 0.00 0.00 0.00 0.01 0.00 0.00
6 5 1.00 0.01 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.69 0.01 0.04 0.00 0.00 0.00 0.01 0.00 0.00
7 5 1.00 0.01 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0,99 0.69 0.01 0.05 0.00 0.00 0.00 0.00 0.00 0.00
8 5 1.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
18 || 0.99 0.70 0.01 0.04 0.00 0.00 0.00 0.01 0.00 0.00

6. Conclusions

A new individual identification system as a novel ap-
plication of the PC/SS scheme has been proposed in
this paper. In the proposed system, an issuer encodes
cardholder-related information into a real number wa-
termark by the PC/SS scheme, and inserts the water-
mark into cardholder’s facial portrait printed on his/her
own ID card by the simple image-watermarking scheme
that has been also proposed in this paper. No magnetic
information is used for identification, therefore the pro-
posed system is robust to intentional modifications or
various changes in environment.

This proposed system is applicable to all the iden-
tification systems using the ID card that holds card-
holder’s portrait photograph on itself. Thus, the pro-
posed system is upper compatible to contemporary
identification systems that a human identifies card-
holder’s face with the card’s portrait. However, the co-
operation between contemporary identification systems
using magnetic information and the proposed system
provides more secure identification. Moreover, since the
employed watermarking scheme also proposed in this
paper does not require the original image in its water-
mark extracting process, no communication facility for
transactions between a card reader and the database is
needed.

Experimental evaluation among nine male por-
traits, two multiplets sequences, and five watermarks
for each multiplet has shown that this proposed system
has the perfect performance as its fundamental ability
and has robustness against the v fluctuation on scan-
ners. Since the energy for hiding a watermark gener-
ated from 18 sequences is small, performances under
the conditions that image reduction and the quantiza-
tion resolution is small are degraded. It has been found
that the spatial resolution of a scanner is rather domi-
nant than the v property or the quantization resolution

of a scanner for the performance degradation.

While modifying a picture for ordinary watermark-
ing systems means to change the luminance level of the
picture, to modify a picture for the proposed system
means changing the card itself, because a watermarked
image is printed on the owner’s ID card made of plas-
tic or paper. Furthermore, since the number of possible
orthogonal sequences that form a possible watermark is
huge, it is very hard for a forger to counterfeit a valid
card.

The authors are developping a modified system
that embeds a watermark combined from orthogonal bi-
nary sequences and a new system that generates water-
marks by the manner of multi-level modulations. Em-
ploying a canceling system with binary watermarks is
also a further work. Analyzing the maximum amount
of embedded data kpax is an other further work.
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