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Modeling Protection Profiles by UML and Their Formal Verification
Shoichi MORIMOTO® and Jingde CHENG
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Table 1 Mapping between threats and security ob-
jectives.
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Fig.1 Relations between the PP’s contents.
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Fig.2 The example of divided Fig. 1.
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Table 2 The examples of modeling.
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T.NOAUTH An unauthorized person may attempt to by-
pass the security of the TOE so as to access and use secu-
rity functions and/or non-security functions provided by the
TOE.
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O.IDAUTH The TOE must uniquely identify and authenti-
cate the claimed identity of all users, before granting a user
access to TOE functions. This security objective is necessary
to counter the threat: T.NOAUTH because it requires that

users be uniquely identified before accessing the TOE.
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FIA_ATD.1 User attribute definition

FIA_ATD.1.1 The TSF shall maintain the following list of
security attributes belonging to individual users:

a) indentity

b) association of a human user with the authorized adminis-
trator role

c) any other user security attributes to be determined by the

Security Target writer(s)
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FIA_UID.2 User identification before any action
FIA_UID.2.1 The TSF shall require each user to identify

itself before allowing any other TSF-mediated actions on be-

half of that user.
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FIA_UAU.5.1 The TSF shall provide password and single-
use authentication mechanisms to support user authentica-
tion.

FIA_UAU.5.2 The TSF shall authenticate any user’s

claimed identity according to the rules describing how the mul-

tiple authentication mechanisms provide authentication.
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T.ACCESS Unauthorised Access to the Database. An out-
sider or system user who is not (currently) an authorised
database user accesses the DBMS. This threat includes: Im-
personation - a person, who may or may not be an authorised
database user, accesses the DBMS, by impersonating an au-
thorised database user (including an authorised user imper-

sonating a different user who has different - possibly more

privileged - access).
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O.I&A.TOE The system shall identify and authenticate
users prior to providing access to any TOE facilities.
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FIA_USB.1 User-subject binding
FIA_USB.1.1 The TSF shall associate the appropriate user
security attributes with subjects acting on behalf of that

user.
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<LActor>>
User

+ authenticate( )
+ authorized()

<<Control, Boundary>>
Authentication Manager

Subject

+ login() — identity

<<LActor>>
Resource

+ request(’)
+ showUserInfo( )
+ changeUserInfo( )

+ request(’)
+ create( )

+ execute( )
- operation(’)

+ deleteUserInfo( )
- checkUserInfo( )

<<LActor>> <KActor>>

Local User Remote User

User Information

— identity
—role

— any other user security attributes

+ getUserInformation( )

+ changeUserInformation( )
+ deleteUserInformation( )
— generatePassword( )
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Fig.3 Authentication Pattern: The class diagram.
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Authentication : User Information : Resource
Py User —T | T
authenticate() opt, generatePassword() :
[User = RemoteUser] |
}
login(identity,password) :
o !
1 + |
| getUserInformation(identity) :
[ |
: |
[checkUserInfo() = false] (o] : checkUserInfo() : :
| |
| | |
[} | |
Not_login : : :
|
Q | authorized() : :
- [} [}
| |
[checkUserInfo() = true] 5 <create>> : _ Subject. :
___________ JUURURRRUPTY EUURUR L | |
| I
Q request() L : :
request() | |J_| |
[ Login ' : execute()
L_| |
] : |

o l
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Fig.4 Authentication Pattern: The sequence diagram and the state machine di-

agram.

gooobooooboooboboooboo 40000
000000000 0O0O0O0DOoOd UserdOOoOod
000o00o0ooooOoU0oooOooooooO 40
00000 Authentication Manager 0 00 0 O
JO0000O0D0D authenticate O login OO0 OOODO
gooooooOoOoooOoOoooooooooOoooo
0000000000000 Authentication Manager
0 O User Information O 0O getUserInformation OO
0000000000000 0000OOcheckUserInfo
poboobobobooboobooooboobon
0000000000000000000 LoginO0O
000000000Userd ResourceOOOOOOO
000 Subject 0000000000000 Subject
0000 Resowrce 0O000O0O0OOODOOOOODOO
oooo0oooUooooooOooooooooooo
Not_login 00000 OOOOOCOOOODOOO
OO0OFIAUIDOOOOOOOOO FIA_LUAUODO
pobogooboboobobooboooobooboon
pobogooboboobobooboooobooboon
goooboobboboooboobboboobboobo
00000000000 00000000 Interaction

Operator 0000 0opt 000000 ODOODOO
do0oo0oO0obOO0O0oOoOo[JoooOoooooboOoo
0000000000000 OoD 4000FIA_UAU
gooooooooooooobooOoooooooboo
gooooooooooooobooOoooooooboo
0000000 generatePassword D 00000 ODO
pooooooooobooobobobobboooood
000oO0ooooUOoooo 3o

0000 300 400000GeoFOODOOOOOO
pgoooooobobbobuoooooobobobbood
00 [120uMLO0O0O0O0O0O0OOOO0ODOOOOODO
gooooooooooooobooOoooooooboo
goooooooooOoooooooooO UuMLO
gooooooooo0oOooooooD 300 400
goooooOoooOooooOoOobooOoboOoooooo
pooboobobboobobooobbooboboboboo
J0000O000OT.NOAUTHOT.ACCESS O OO
pooooooobobbooooouoboooobooo

3. DOOoooO
2. 0000UMLOOOOOOOOOOOOOOOO

731



00000000000 2006/4 Vol. J89-D No. 4

<<Control, Boundary>>

Control Object <KActor>>
Table
<LActor>> — tabl
User + login( ) B tg:ni:::;e
+ displayTable( )
. ——{ + createTable() e
e £ D)
+ deleteTable() + Change()
+ changeUserInfo( ) + Delete( )
+ deleteUserInfo( )

- checkUserlnfo( )

User Information

- username
- role
- password

+ getUserInformation( )
+ changeUserInformation( )
+ deleteUserInformation( )
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Fig.5 The first attempt at the design of the
database.

00000o0ooooooouMLOOO0OO0OO0oOooOn
gboobooboboobooboooboobooobooon
gbooobooooboooboobooooooobooon
goboooooooobooooooocoooooboo
goboooooooooooobooooooobood
gobooooooooboooboooocoooooboo
goboooooooooooobooooooobood
goooooboobooobodoboboooobooobooobo
gboooboooobooboobooooobooobooon
gboooboooobooboobooooobooobooon
gboobooobooboboobooboobooboooobodg
3.1 ODOOOoOoooo
oobobooooooooooooooooooond
UbO0nOoooooo
goboobooooooobooboobooboa
gbooobooooboooooo
goboobooooooobooboobooboa
gbooooboooooo
gooooooooooooooobooooooon
goooooao
gooooooooooooooobooooooon
gobooooocooooooooa
gbobooboooooooboooboooog
gbbooboobooooboboooboooooobo
oooonbO00000 500000000O0O0O0
000000 Control Object 000 O0O0O0O0O0OO

732

% | Control Obiect |
User T

opt, generatePassword()

[User = RemoteUser] E

getUserInformation(username)

| s nformation

E

T
authenticate() :
1
1

login(username,password)

checkUserInfo()

authorized()

<Kereated> :Acting Obiect | !
| T |
! ]

I
display(tablename)

1
! |
| execute(display)

accessTable(displ )
T
_______________ PO i Display()
create(tablename) L
r M | executelcreate)
accessTable(create. )
T
_______________ 11 Create()
________ L 1
1 ! ! L]
change(tablename) | [
- - 1 !
I execute(change)
accessTable(change tablename) ]
_______________ +____ ke Change()
- e 1
! | 1 L
delete(tablename) : 1 !
1 ™ ' | execute(delete)
accessTable(delete tablename) =
| _accessTableldelete tablename) ¢
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----------------------- 4= k==
T i
1
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Fig.6 The sequence diagram of the example after ap-
plying authentication pattern.
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<<LActor>>
User

<<Control, Boundary>>

Control Object

+ authenticate()
+ authorized()

+ login( )

+ displayTable()

+ createTable()

+ changeTable( )

+ deleteTable( )

+ showUserlInfo( )

+ changeUserInfo( )
+ deleteUserInfo( )
- checkUserInfo( )

<<LActor>>
Local User

<<LActor>>
Remote User

User Information

<<LActor>>
Table
Acting Object - tablename
b - Contents
+ Create( ) i E?:;:tye(g)
+ accessTable() - Create()
- Change()
- Delete()

- username
- role
- password

+ getUserInformation( )
+ changeUserInformation( )
+ deleteUserInformation( )
- generatePassword( )
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Fig.7 The class diagram of the example after applying authentication pattern.
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[Char, Contents]

User ::= LocalUser | RemoteUser

Role ::= ordinary_user | administrator
Operation ::= display | create | change | delete
Bool ::= TRUE | FALSE

String == seqy Char

Password == String; Name == String

— UserInformation

username : User — Name
password : User — Password

role : User — Role

—generatePassword
A UserInformation
u? : User

random_password : Password

u? € dom password
uscrna'mc/ = username
role’ = role

password’ = password @ {(u? +— random_password)}

— getUserInformation

E UserInformation

u? : User

output_username! : Name
output_password! : Password

output_role! : Role

u? € dom username
u? € dom password

u? € dom role

output_username! = username u?
output_password! = password u?
output_role! = role u?

— changeUserInformation
A UserInformation

u? : User
ncw_usc'rna'mc? : Name
new_password? : Password

new_role? : Role

u? € dom username

u? € dom password

u? € dom role

username’ = username @ {(u? — new_username?)}
password’ = password @ {(u? — new_password?)}

role’ = role @ {(u? — new_role?)}

734

— deleteUserInformation

A UserInformation

u? : User

u? € dom username

u? € dom password

u? € dom role

username’ = {u?} < username
password’ = {u?} <4 password
role’ = {u?} < role

— ControlObject
Not_login, Login : P User

Not_login N Login = 0

— login
login_user?, u! : User
input—username? : Name

input—password? : Password

u! = login—user?

LocalUserFlow = login>>getUserInformation

RemoteUserFlow = login>>generatePassword

S login>> getUserInformation

— checkLocalUserInfo

LocalUserFlow

Judge! : Bool

login_user? = LocalUser
if input_username? = output_username!

A input_password? = output_password!
then judge! = TRUE else judge! = FALSE

— checkRemoteUserInfo

RemoteUserFlow

Judge! : Bool

login_user? = RemoteUser
if input_username? = output_username!

A input_password? = output_password!
then judge! = TRUE else judge! = FALSE

checkUserInfo = checkLocalUserInfo V checkRemoteUserInfo
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kind? : Operation

if kind? = display then Display
else if kind? = create then Create
else if kind? = change then Change
else if kind? = delete then Delete
else ETable

——accessTable

erecute

argument? : Operation

evecute[argument? /kind?)

RozOODOODOOOODOOODOOOOODOOODO
0zZo0000O00OooOoOooOoooDoooooooon
oooo0oooUoOooooOoOooOoOoOooooooo
o0oo0o0o0ooUoooooOoooooooOzooOOO
oooooooog

O0o0oO0ooUOooooooogg Chaerd Con-
tentsd User] Roleld Operation Boold Stringd Pass-
wordd Name 00000000000 O0ODOOOODO
O00O0ORoZOOActor OO0 ODOOOOONO User O
poooooobobooboboooooobooboboboooga
00o0oooo0ooooOoooooooooOooooo
0000000 User O LocalUser O RemoteUser O
000000000 Roled Operationd Bool 0 00O
000000000000 Stringd Passwordd Name
O Cher 0000000 O0ODOOOOO Userlnforma-
tion 0000000000 UserInformation 0000
000 wusernamel passwordd role 0000000
0000 User 00O Namel Passwordd Role 0000
00000000 Userlnformation D0000O000O

000000 generatePassword 00000 w7000
gooooobobboobobobobobd ran-
dom_password D00 0000000000 getUser-
Informationd changeUserInformationd delete User-
Information 00000 UserInformation 00 000
00000ooo0o0ooo0w? D0O0O00D00OD000
000oo0o0o0oooO0o0oooooooooooo
00000000 ControlObject 000 ODOOOOO
ControlObject 000000000 OOOOOOO Lo-
¢gin 000000000000 Not_loginOl User 00O
Jo00D0DD0O000ogoog lgin0OO0OO0O000O0O
00000 login—user?0 0000 input_username?
000000 dnput_password?0 00000000
000000000 login_user?0 00000 [34]
000000ooooo0ooooooooooooo
000000 LocalUserFlow OO login OO0 O0D0ODO
000oo0o0O0ooog getUserInformation 00 0 O
Oo0oO0oO0o00000o000o0oDooooooooo
RemoteUserFlow 0000 generatePassword 000
pobgoobobooboobobooboobon
00000000 getUserInformation 000000
0000000000 checkLocalUserInfo D00 OO
poboobobooboobobooboobob
00o00ooo0o00ooo0ooooooooooooo
TRUEOOOOOOOOO FALSEDOOODOOODO
000 checkRemoteUserinfo 00000000000
0000000000000 00000000R0ZOO
000 ControlObject 0O 0O DODO checkUserInfo OO
gobgoobobooboobobooboobon
gobgoobobooboobobooboobon
0000o0OO0ooO0oooOoDOo 26l00O0DOOO
0000000000 authorized O O checkUserInfo
0000 TRUEDOODOODODO Login DDODOOO
FALSEOOODOOODOOOOOODOOOOOOOO Table
OActor 000000000 n00000O00O00OO
0oooO0o0ooooO0o0ooo0oooooooooo
0000000oDoOo0o0oO0O00oOOoOgdg TebleOoOd
O DisplayQO Createdl Changell Delete 000000
000 TebleOOOOOOODODODODOODOOOOOO
gobgoobobooboobobooboobon
O execute 0000 kind?0 0000000 Displayd
Createll Changell Delete 00000000000
0000000 ActingObject 00O DOO0OO0DDOOO
0000 accessTable OO O ODOOODOODO execute

735



00000000000 2006/4 Vol. J89-D No. 4

gboooobooooobooooboo
gbotzOoboooooooobooboooboo

gboooboooobooboboooboboooboobobooo

00000000 ISO/IECIS08 D 0000DDOO
O00OO0OO0OOFIA_UAUOOOODOOO

00 FIA_UAU

VTSF' | users e authentication_mechanisms
A condition_for_authentication
e applied_rules N\ authorized_state

VTSF' | users e authentication_mechanisms
A = condition_for_authentication

e applied_rules N not_authorized_state

gddddooooooooboboobooboooo
poobodoooooobobobobobobobbooood
jooooDooooooooooooooOo TSF
0000000 wsersOO0OO0OOOO authentica-
tion_mechanisms 000000000000 condi-
tion_for_authentication 0000000000000
applied_rules 00000000 OQO authorized_state
goooooooOoooooooooooooooo
00 condition_for_authentication 00000000
poooooobobobboooooooo

goodoooboboobooooooobboboboooda

gbboooobooooboboboooooboooobooboooo

poobdoooooobbobbbdooooogoda
0000000 ISO/IECIS08 000 0000Onoo
0000ooO0oooOooO0 zOO0O0OTSFOOOOOO
ControlObject 00 0O 0O0O0ODODOOOOO TSFO
000 ControlObject 00O ODDODOOOODOO3.10
O000ooOooO0OD00O0 authentication—mechanisms
poooboboobobuooboboobobooog
gooboobbooboboobooboboboonboo
gooboboooboboobooboboboonboa
poooooobobobbuooooooboboboboobood
poobddooooobobobobbobbooogoda
O authentication_mechanisms O checkUserInfo O
0000000000 condition_for_authentication
0 0 checkUserInfo 0 0 0 judge!D 0 TRUE OOO
000000 applied_rules 0000000 OO0ODO
gooboooobooboobobobobbboonboga
00000000000 generatePassword 00 00O
Jddd0o0oooooooDoOoOogo password” =
password O password’ # password 0000000

736

0000 authorized—_state 00000000 w00
0000000000« 000 Login 000000
Jo0o00o0oooooooo FIA_UAUOOOO
ooooooobobbobooooooobooo

V ControlObject’ |V u : User | u = LocalUser
e checkUserInfo A judge! = TRUE
e password’ = password A u' € Login
V ControlObject’ |V u : User | uw = RemoteUser
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MODULE main

VAR
input_username:boolean;
input_password:boolean;
User:{Login,Not_login};
operation:{nothing,login,display,

create,change,deletel};

DEFINE
CheckUserInfo:=
input_username & input_password;
ASSIGN

—--input_username [ 0 0[O
init (input_username) :={0,1};
next (input_username) :={0,1};
—--input_password [ 0 O[O
init (input_password) :={0,1};
next (input_password) :={0,1};
--User 0O OO

init(User) :=Not_login;

next (User) := case
operation!=login :User;
CheckUserInfo :Login;
1 :User;

esac;

—-operation 00O 00O
init(operation) :=nothing;
next (operation) := case

User=Login :{nothing,display,

create,change,delete};

User=Not_login :{nothing,login};

1 :nothing;

esac;
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— changeUserInfo
ControlObject

changeUserInformation

change_user? : User

change_user? € Login

changeUserInformation[change_user? /u?]

—deleteUserInfo
ControlObject
deleteUserInformation

delete_user? : User

delete_user? € Login

delete UserInformation|delete_user? /u?]

— showUserInfo
ControlObject

getUserInformation

display—user? : User
display—username! : Name
display—password! : Password
display—role! : Role

display_user? € Login
getUserInformation[display_user?/u?]

display—username! = output_username!
display—password! = output_password!
display—role! = output_role!

— display

input_operation?, argument! : Operation

input—operation? = display

argument! = input_operation?

— create

input_operation?, argument! : Operation

input_operation? = create

argument! = input—_operation?

— change

input_operation?, argument! : Operation

input—operation? = change

argument! = input_operation?

—delete

input_operation?, argument! : Operation

input_operation? = delete

argument! = input—_operation?

displayTable = display>>accessTable
createTable = create>>accessTable
changeTable = change>>accessTable

deleteTable = delete>>accessTable

ActingObject
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