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This paper proposes a security specification verification technique based on the international standard
ISO/IEC 15408. We formalized the security criteria of ISO/IEC 15408 and developed the verification tech-
nique of security specifications based on the formalized criteria with theorem-proving and model-checking.
With the technique, one can formally verify whether or not specifications satisfy the security criteria of
ISO/IEC 15408. Ambiguity and/or oversight about security in specifications written in natural language

can also be detected.
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[State]
Data ::= FF | otherdata
Message ::= Beginning | UnderEzecution | Completion

P : P(P State)

V Sy, 82,83 :PState | S; € PA Sy € PAS3 €P
NS #5208 NSy =0ASy#S53885N53=20
ASi #5308 NS3=20

— HardDisk

data—area : seq Data

— Copier

HardDisk
81,82, S3 : P State; present_state : State

message! : Message; userdata : seq Data

— InitCopier
A Copier

data_area’ = data_area @ userdata

— Start
A Copier

present_state ¢ Sy; present_state & So
present_state ¢ S3; S1’ = S1
So’ = Sa; S3’ = S3; data_area’ = data_area

message!' = Beginning; present_state' = present_state

— Ezecute

A Copier

present_state ¢ S1; present_state & So
present_state ¢ S3; S1’ = S1 U {present_state}

Sy’ = 835 S3’ =83

message! = Beginning; message!’ = UnderEzecution
data_area’ = {n : 1..4data_area ® n — FF}

present_state' = present_state

— Complete
A Copier

present_state € Sy; present_state & So

present_state ¢ S3; S1’ = S1 \ {present_state}

So’ = S U {present_state}; Sz’ = S3

data_area’ = data_area; message! = UnderEzecution

mcssagc!’ = Completion; p'resent_statc’ = present_state

~

Format = Start § Ewecute § Complete

— OtherOperation
A Copier; ...

present_state ¢ Sy; present_state € So
present_state ¢ S3; S1’ = S1
So’ = S5 \ {present_state}; Sz’ = Sz U {present_state}
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MODULE main
VAR
data_area:{FF,otherdata};

Message:{no_message, Beginning, UnderExecution, Completion};

operation:{no_operation,Start,Execute,Complete,TSC_functions};

ASSIGN
--Message 0000
init (Message) := no_message;
next (Message) := case
operation = Start :Beginning;

operation = Execute :UnderExecution;

operation = Complete :Completion;
1 :Message;
esac;

--data_area 0000
init(data_area):= otherdata;
next(data_area):= case

operation = Execute :FF;
1 :data_area;
esac;

--operation 0000
init(operation):= Start;
next (operation) := case

operation = Start :Execute;

operation = Execute :Complete;

operation = Complete :{no_operation, TSC_functions};

1 :operation;
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Resource

:LoginManager

| :User Information

| : Resource

Process
— resourcename -D zUser
~ contents authenticate()
+ Create( )
+
execute() + accessResource( ) alt _ . T
- Read() | [User = OrdinaryUser]
- Write() Lo
— Delete() ordinaryLogin(username password)
Login Manager I O
[User = Administrator]
+ ordinaryLogin( ) b ! L
User N ) adminLogin(username,biometric_id)
+ adminLogin( )
+ readResource()
+ authenticate() + writeResource( )

+ deleteResource( )
+ showUserlnfo( )

+ initializeUserInfo( )
+ changeUserInfo( )

+ deleteUserInfo( )

+ authorized( ) :
|
|
|
|
|

~ checkUserInfo( ) :
|
|
|

o

checkUserlInfo()

[checkUserInfo() = false]

|
|
Ordinary User Administrator :
|
authorized() |
User Information -« !
<{Lcreate>> : X
— username | | 1 :Process
- password | - ]
- biometric_id read(resourcename) ! | !
~role m ™ ' : execute(read)
accessResource(read.resourcename)
+ getUserInformation() | | | | b _} e k== Read()
+ initializeUserInformation( ) LF======""" L |
+ changeUserInformation( ) write(resourcename) | L]
+ deleteUserInformation( ) 7 ™ ! : execute(write)
accessResource(write,resourcename)
| Write()

R——

execute(delete)

-

’ [checkUserInfo() = true]

_______________ -] k== Delete()
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[Char, PartsInformation, Contents]

User ::= Ordinary_user | Administrator
Role ::= ordinary_user | administrator
Operation ::= read | write | delete

Bool ::= TRUE | FALSE; String == seq; Char
username == String; Password == String

UserInformation

password : username — Password
biometric_id : username — PartsInformation

role : username — Role

— Password_Policy

input_password? : Password; enable_char : F Char

a,..,2,A,..,2,0,..,9: Char

enable_char = {a,..,2,A,..,Z,0,..,9}
#input_password? > 6; #input_password? < 12

Vc: Char | ¢ € ran input_password? e c € enable_char

— initialize UserInformation

A UserInformation; Password—_Policy
u? : username; input_role? : Role

input_biometric_id? : PartsInformation

password’ = {(u? — input_password?)}
biometric_id’ = {(u? > input_biometric_id?)}

role’ = {(u? +— input_role?)}

— getUserInformation

EUserInformation; u? : username
output_password! : Password; output_role! : Role

output_biometric_id! : PartsInformation

u? € dom password; u? € dom biometric_id

u? € dom role

output_password! = passwordu?
output_biometric_id! = biometric_idu?
output_role! = roleu?

— changeUserInformation

A UserInformation; u? : username
new_password? : Password; new_role? : Role

new_biometric_id? : PartsInformation

u? € dom password; u? € dom biometric_id
u? € dom role
password’ = password @ {(u? — new_password?)}
biometric_id’ = biometric_id
H{(u? — new_biometric_id?)}

role’ = role ® {(u? — new_role?)}

— deleteUserInformation

A UserInformation; u? : username

u? € dom password; u? € dom role
u? € dom biometric_id

password’ = {u?} Q password
biometric_id’ = {u?} 4 biometric_id

role’ = {u?} 4 role

— LoginManager

Not_login, Login : P User

Not_login N Login = 0
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— ordinaryLogin
login_user? : User
input—username?, u! : username

input_password? : Password

u! = input_username?

— adminLogin

login_user? : User
input—username?, u! : username

input_biometric_id? : PartsInformation

u! = input_username?

OrdinaryUserFlow = ordinaryLogin>>get UserInformation

~
AdminUserFlow = adminLogin>> getUserInformation

— checkOrdUserInfo

OrdinaryUserFlow; judge! : Bool

login—user? = Ordinary—user
if input_password? = output_password!
A output_role! = ordinary—_user

then judge! = TRUEFE else judge! = FALSE

— checkAdminUserInfo

AdminUserFlow; judge! : Bool

login_user? = Administrator
if input_biometric_id? = output_biometric—id!
A output_role! = administrator

then judge! = TRUEFE else judge! = FALSE

— authorized

checkUserInfo Z checkOrdUserInfo V checkAdminUserInfo

A LoginManager; checkUserInfo

login_user? € Not_login
if judge! = TRUE
then Login’ = Login U {login_user?}

else Login’ = Login

— Resource

resourcename : String

contents : Contents

— Read

EResource

— Write

A Resource

— Delete

A Resource

— execute

Read; Write; Delete

kind? : Operation

if kind? = read then Read
else if kind? = write then Write
else if kind? = delete then Delete

else ZResource

— Process

ID : N

—accessResource

erecute

argument? : Operation

execute[argument? /kind?)

— changeUserInfo
LoginManager; changeUserInformation
changeUser? : User; change_user? : username
new—password? : Password
new_biometric_id? : PartsInformation

new_role? : Role

change_user? € Login

changeUserInformation|[change_username? /u?)

— deleteUserInfo

LoginManager; deleteUserInformation

delete_user? : User; delete_username? : username

delete_user? € Login

deleteUserInformation|delete_username? /u?)

— showUserInfo

LoginManager; getUserInformation
display—user? : User; display_username! : username

display—password! : Password; display—role! : Role

display—user? € Login

getUserInformation|[display_user? /u?)]

display—_username! = output_username!
display—password! = output_password!
display—role! = output_role!

— read

input_operation?, argument! : Operation

input—operation? = read

argument! = input_operation?

— write

input_operation?, argument! : Operation

input—operation? = write

argument! = input_operation?
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— delete

input_operation?, argument! : Operation

input—operation? = delete

argument! = input_operation?

~

readResource = read>>accessResource
—~

writeResource = write>>accessResource

deleteResource = delete>>accessTable

RoZODOODOOODOOODOOODOODOOOOOOO
0zooooooooooooooooooooo
00 2z2000000000000
0O0o00o0oooooooooo Chard PartsIn-
formationO ContentsO User( Rolel Operation Booll
Stringd usernamel Password 0000 (O00) 00O
000000000000 User O Ordinary_user
O Administrator 0 00 0 000 0O 0O O Roled Op-
erationd Bool 0 0 000 O0OO0OOOOOOODOO
Stringd usernamed Password 0 Char 000000
0000ooo0gd Userlnformation 00000000
O UserInformation 0000000 passwordd bio-
metric_tddrole 000000000000 username
0 O Passwordd PartsInformationd Role 0 000 O
O000D00000 Password_PolicyODOOO0O
0000o0ooooooooooooooooooo
gooooooooooo,.,90ooo0oOooooo
0000000oooooooooooooooon
09000000000000000 getUserInfor-
mation changeUserInformationO delete UserInfor-
mation 00000 Userinformation 0000000
0000000oooooooooooooO w? O
go0oooooooooooOooooooooooo
00000DO0O00000000A0 indtializeUserIn-
formation D00 000000000 O00OO0O0OOO
00 LoginManager 0000000000 LoginMan-
ager 00000000000 DOOO0OO Login OO
0000000000 Not_login( UserO0ODO)0O0O
0000000000 ordinaryLogin D00 OO0
0000o0ooooooooooooooooooo
login_user?0d 0000 input_username? 00000
O nput_password? 0000000000 OOO0O
0000000000 adminLegin 00000000

gooo0ooo0oooooooooooooooo
00000ooo0ooooooooooooooood
00D 20000000000 «!'00dlogin_user?
000000 ODO0O000O0O0OOOOOOOO
0000000000 QOOdOdd OrdinaryUserFlow
O0ordinaryLogin OO0 0000000 OODODODO
00 getUserInformation 000000000000
000000000 000000O0 AdminUserFlow
O0adminLogin 00000000000 OOOO
O getUserInformation 0000000000000
00000000000 checkOrdUserInfo 0000
gooooooUoooOooooOoooOoooooo
00o00000o0oOoooOooooooooooo
TRUEODODOOQOOOOO FALSEOOOOODDO
00 O checkAdminUserInfo 0000000000
00000000 0OoO0O0oo0o0d0oRezOODOO
LoginManager O 0 000 checkUserInfo 0 100
gooo0oOoOo0ooooooDoOooooOoOoOOooo
Joooooo0O2000000000000000
000000 authorized O O checkUserInfo 00 0O 0O
TRUEOODOOOOQO Login 00ODOQO FALSE
000000000000 O0O000o0O0O Resource
000 Readd Writed Delete 00000000 OO
Resource 0000000000000 OOOOOO
00o000ooooooooooooooooooon
ezecute 0000 kind? 0000 Readd WriteQ Delete
0000000000000 000000 Process O
0000000000000 accessResource 000
0000000 execute 00 O0O0O0OOOOODOO
00 0O changeUserInfoll delete UserInfoll showUser-
Infol readResourcel) writeResourcell deleteResouce
00000 LoginManager 0000000 DODOO0O
Joo0o0o0o000O0o0ooOoDoDOooooooooon
goooooo

3.1.2 Z200O0O0O0DOOO

00 220000000000000D00000
000000O00D0O0OO0OFIA_UAUL2000000
gooopoOooooOoOoOoOoOogooooDOoOOooo
00ooooooooogdoooooooooo
0o0oooooooooo
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FIA_UAU.5.2

VTSF’ | users ® authentication_mechanisms
A condition_for_authentication e authorized_state

VTSF' | users e authentication_mechanisms

A —  condition_for_authentication ® A — authorized_state

000 200000000000000000000
000000 TSFOODOOOOOwersOOOODO
000 condition_for_authentication 00000000
0000000 authentication_mechanisms 0
00000000000 00000D0O0 (autho-
rized_state 000 ) 00000000000 0O0OO
00O00ODOD0O0O0 condition_for_authentication O O
Oo00O0oO0oooDpDOoOoooooooOooooo
O00D0O0O0O0TSFOOODOOO LoginManager
OO0000U0DoooOoDoog TSFOO0OOO Login-
Manager 000000000 D0O0OO0OOODOOO
authentication_mechanisms 0 0000000
00000 checkUserInfo0ODOOODOOOOOO
condition_for_authentication 0000 O0COOODO
000000000000 0D0O000Oo0o0oooon
O00o0o0o0oooooooooooooooooo
000000000000 00O00o0O0oooooon
00000000000 000 authorized_state O O
000000 «w000000000000 </ 000
Login 0000000000 OOCOOOOOOODOO
000000 0o0o0ooooooooooooo

¥ LoginManager’ | ¥ u : User | uw = Ordinary—_user
e checkUserInfo A input_password? = output_password!
e u/ € Login
Y LoginManager’ |V u : User | u = Administrator
o checkUserInfo N input_biometric_id? = output_biometric_id!
e u/ € Login
¥ LoginManager’ | ¥ u : User | u = Ordinary_user
o checkUserInfo A input_password? # output_password!
o u' ¢ Login
Y LoginManager’ | ¥ u : User | u = Administrator
o checkUserInfo N input_biometric_id? # output_biometric_id!

o u' ¢ Login

oboo0400000000 200000000000
oooooboooooobooboooboooooooa
ooooobooooooooooooobooooo
odoooooooooooob 200000000

oboboobooooooboobooooooooboooon
O000400000%Z/EVESOO0O00OOOOOO
000000000 2200 FIA_LUAUL.20000
oooooooooo

0 0O0OFIALUSB.11l 0000000 ODODO
FIA_USB.1.1 O00O0OOO0OO0ODOOOOOOOOO
gboooboooooboobooboooooboaoona
oobooooooOoobobooooooooooo
oooooooooooooo

FIA_USB.1.1

V AResource ® a_resource_access_operation

A0DODODOOOOOOOO (ASchema OO OO
Schema 0000 Schema’ 00 D)0DDO0O0ODOO
OO0O00O0oOoO0O0n Resource DODOOOOOO
00000000 a_resource_access_operation
O0000o000o00obDOoO0O0OO00n0d Resource
0 a_resource_access_operation 0000000
000000000 00DO0O0DO Resource 00
0000000000 00DOD000 Resource 00O
a_resource_access_operation J 0000000
00000000000 accessResource 10000
goooooooooooooooooDo
VA Resource o accessResource

00000000 Z/EVESOODOOOOOOO
0O 00O 0O O Resource O Process O accessResource
oooDooooOO0oOoOoObOOobOOoOooooO 2z0
FIA_USB.1.1000000000O00OO0OO

OO0O0OOFIASOS11 00O OoOoDOooDoao
FIA_SOS.1.1 000000000000 OoooOn
goooooooooooooooboooooooo
00000 [BUoboOoo0obo0oobooouooDooo
oooood

FIA_SOS.1.1

V ASubject; secrets | An_operation e a_defined_quality_metric

000o0OobO0o000 An_operation 00000
0000 Subject 000 secrets 0 OO0O0O0O0O0
0 O a_defined_quality_metric 00 O0O0OOOO0O
O00000oO0ooooooooooooooon
o0oooU0pooUoooOoOooooooooooo
0000000000 0000 FIA_SOS.1.1000
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O0Subject 000000000 DOOOOOOOO
UserInformation 0000000 An_operation [
002200000000000000000001
0000 dnitializeUserInformation 0 00 O secrets
000000o0o0o0o00o0o00 Password D000
0000 imput_password? 00000000000 a
defined quarity metric 0 0000000000600
00 120000000000000000000O
ooo0oooooOooooooo

V A UserInformation; input_password? : Password |
initializeUserInformation e (¥ c: Char | c € ran input_password?
ece{a,..,z,A, ..,Z,0,..,9} N\ #input_password? > 6

A #input_password? < 12)
00000 UserInformation 00 00O initialize User-
Information 0 000000 OO Password 00O
gooooooooooobooo0oooobboooooo
O0Z/EVESUOOOO0OOOUOOOOODOOOOOO
gooooooobOoboooboobobobobooo
goooooooooooo
gooooooooboobooOooooobooooo
000000000 0O0OFIA_SOS.1.1 000000
goobooooboboboooboboboooo
go0ooOoOo0dOoOoOoOoOooooDoooOoooooo
goooboobooOoobooobobobobooo
godoOodoOOooOOoDOdoOooboo10b00ooo
000 changeUserInformation 000000000
00 changeUserInformation 000000000
goooooooobooooooon

V A UserInformation; new_password? : Password |
changeUserInformation e (V ¢ :

ece{a,..,z,A, ..,Z,0,..,9} A #new_password? > 6

Char | ¢ € ran new_password?

A #new_password? < 12)

000000000000 D0O0O0Z/EVESOOO
go0oooOooooooOoooOoooooooOoo
000o0oooooooooooooooooooo
0000ooooooooooooooooooo
0000000000 OO00O000O0 changeUserIn-
formation D00 DO0O0O0O0O0OOODOOOOOOODO
goooooooo
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— changeUserInformation

A UserInformation; Password_Policy
u? : username; new—_role? : Role

new_biometric_id? : PartsInformation

u? € dom password; u? € dom biometric_id
u? € dom role
password’ = password @ {(u? — input_password?)}
biometric_id’ = biometric_id
H{(u? — new_biometric_id?)}

role’ = role ® {(u? — new_role?)}

gbobobooooooooooobooooobooa

V A UserInformation; input_password? : Password |
changeUserInformation e (Vc: Char | ¢ € ran input_password?
ece{a,..,z,A, ..,Z,0,..,9} N\ #input_password? > 6
A #new_password? < 12)

changeUserInformation 000000000000
go0oooOooooo0ooooOopooooOoo 50O
000000O000oooOooOO FIA_SOS.1.100
go0ooooooooO0oooOooOooooooooo
000o0ooo0oooooOooooooooo

3.2 0DOO0OO0OO0OO0OOOOOO

gddoodododoooooooooooooooo
O0000000000000000 FIA_UID.2.10
gooooooooooodg soooooooon
o0o00o00o NuSMVOOOOOOOOOO0ODOD
gobboodooobooooboobooooooooaa
ooboooooooooboooobOoobooooooo
00 2s(NuSMV)

MODULE main
VAR
input_username:boolean;
input_password:boolean;
User:{Login,Not_login};
operation: {nc_cperation slogin,read,write, deletel};
DEFINE
CheckUserInfo:= input_username & input_password;
ASSIGN
--input_username 0000
init(input_username) :={0,1};
next (input_username) :={0,1};
--input_password 0000
init(input_password) :={0,1};
next (input_password) :={0,1};
--User 0O 0O

init(User) :=Not_login;
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next (User) := case
operation!=login :User;
CheckUserInfo :Login;
1 :User;
esac;

--operation 0000
init(operation) :=no_operation;
next (operation) := case

User=Login :{no_operation,read,write,delete};

User=Not_login :{no_operation,login};
1 :no_operation;

esac;

go0oQ0OD 2s000000000CDOODODOOO
Oo0oobOobOoboOoogd input_username O in-
put_password D 0000000000 O0OODOODO
ooooooooooooooo)o Kooo)o
J00D0OD0O00O0O0O0O0DO0OO0O User0OQoonoO
0 Not_login 000 0O0ODO Loign OODOODOO0O
O Not_login 0 00 O O operation = login O 0O 0O
CheckUserInfo0 00D O00OODOODOOOOOOO
J000O0o0000ODOO0oOoDoOooOOoonon Login
gooooooobobooboobooboobooo
000000000000 operation 00O User 00O
0 Not_login 00 000 00O no_operation OO0 0O O
00000 login ODDO0DOO0O Logen OOOOOODO
nothingD OO OO0O0OOOOOOODOOOOODO
000 readd writel delete 00O 000000
FIA_UID.21 00000000000 CO0O0O0OO
gooooboooooOooOoooooooooooo
gooooDbooboopmoobooocoooooo
go0ooboOdo0oooobooobooooooo
goooooooooooooooooboooooo

goooooooooboooo
FIA_UID.2.1

O (— any_action_occur W authorized_state)

gooooooobooobOoobobobbo
OO0O00O0D0DO authorized_state 0 0O OO ODODO
JO000D000 any_action_occur 00O DOODOO0O
Jo00d0o0DO00o0 200000000000 au-
thorized _state 0 0 User U Login OO0 000 O0ODO
000000000000000Q0 any_action_occur
oooOooDOo0oboOoooDbDOoOoDOoOn operation
O read, write, delete 0000 00000O0O00O0O0O

goooooooooobooon

O( = (operation=read V operation=write V operation=delete)

W (User = Login) )
2220000000000000000 0000
000 WO NuSMVOOOOOOoOoDooooooo
0Oo00o0oOo00o00 twedO0DOOOODODOO
O0FIA_UID.21 00000000000 0OO00O0O
gooooooooooooobo

4 00O

21000000000Z00000000000O
go0oooooooooo0oOO0O0OD0D0O0000NuSMV
gooooobooboooooooboobooooon
ooooooOoODO0O00000Z000000000
gooboooooooooooooooooooon
goooboooooooooooooboooboooooon
0000000 Z0o000000 NeSMVODOOO
goooooooobooooobooooobooboooo
goboooooooooooboooooooooodd

gbooooobooooobooboobooooobooo
gooobodoboooooboooooobooooo
goooboooooooooboooooooooboooo
goboooboooooooooooooboooooo
gooboooooooboooooooooooboooo
gooobodoboooooboooooboooooo
000000000000D0D00 20000000 %
goo00oooNuSMVOOOOOOD0OOO0O0O000Z
gboboooooooooooooooooboooooo
gboooooboooboooooboooooboboood
gooobodoboooooboooooobooon
gooobooboooooboooooboooooo
gooooooobooooooooobobOzOoOoOooo
gbob01o0o0000000300000000000
oooooc uMLOOOOODOOOO0OORoZzODDO
goooooooooobooboooooobooooooo
gooobodooboooobooboooooboooooo
goooooooooboobooooooooooo
goobozooOoooooooooooOobooooo
o0oooooooooooooouMLOOODOD
gboooooooobooooobooooobooood
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