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With the scale-spreading and diversification of informa-
tion systems, security requirements for the systems are
being complicated more and more. It is desirable to apply

database technologies to information security engineering.

On the other hand, in software engineering, especially in
requirement engineering, some software requirement
management databases have been proposed. However,
the databases cannot be directly applied to analysis and
management of security requirements. This paper pro-
poses an information security requirement management
database based on the international standard ISO/IEC
15408, because ISO/IEC 15408 defines the security func-
tional requirements that should be applied to validate an
information system. The database can manage security
requirements of information systems and can aid devel-
opment of information systems that need high security.
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Table 1 The Security Functional Requirement Classes.
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Fig.1 The Hierarchical Structure of the Security Funec-
tional Requirements.
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Table 2 The Cardinality of the Entity Relationships.
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Fig.2 The Database Model Diagram of the Security Re-
quirement Management Database.
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