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Experiment on fast physical random number generation
with chaotic semiconductor lasers
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Abstract

Random number generators in digital information systems exploit physical entropy sources, such as
electronic and photonic noise, to add unpredictability to deterministically generated pseudo-random sequences.
However, there is a large gap between the generation rates achieved with existing physical sources and the high
data rates of many computation and communication systems, which is a fundamental weakness in these systems.
Here we show that good-quality random bit sequences can be generated at very fast bit rates using physical chaos
in semiconductor lasers. Streams of bits which pass standard statistical tests for randomness have been generated
at rates of up to 1.7 gigabit per second by sampling the fluctuating optical output of two chaotic lasers. This rate
is an order of magnitude faster than that of previously reported devices for physical random bit generators with
verified randomness.
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Fig. 1 Schematic diagram for physical random bit

generation using two chaotic lasers.
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Fig. 2 Experimental setup for physical random bit

generation using two chaotic lasers.
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Fig.3 Temporal waveform of chaos, clock, and

random bits.
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Fig. 4 Random bit patterns in a two-dimensional plane.
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Table I Result of NIST SP 800-22.

STATISTICAL TEST P-VALUE _|PROPORTION [RESULT

frequency 0.366918 0.9920 |SUCCESS
block—frequency 0.639202 0.9900 |SUCCESS
cumulative—sums 0.101311 0.9920 |SUCCESS
runs 0.223648 0.9920 |SUCCESS
longest—run 0.603841 0.9890 |SUCCESS
rank 0.031012 0.9900 |SUCCESS
fft 0.274341 0.9910 |SUCCESS
nonperiodic—templates 0.013760 0.9810 |SUCCESS
overlapping—templates 0.893482 0.9910 |SUCCESS
universal 0.903338 0.9920 |SUCCESS
lapen 0.880145 0.9920 |SUCCESS
random—excursions 0.142248 0.9836 |SUCCESS
random—excursions—variant 0.067964 0.9869 |SUCCESS
serial 0.440975 0.9860 |SUCCESS
linear—complexity 0.291091 0.9970 |SUCCESS
Total 15
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Fig.5 Frequency of one and the number of passed

NIST tests as a function of the Laser 1 threshold voltage.
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