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Enhancement of generation speed for physical random number generator
with chaotic lasers
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Abstract

We experimentally demonstrate random bit generation using multi-bit samples of bandwidth-enhanced

chaos in semiconductor lasers. Chaotic fluctuation of laser output is generated in a semiconductor laser with

optical feedback and the chaotic output is injected into a second semiconductor laser to obtain a chaotic intensity

signal with bandwidth enhanced up to 16 GHz. The chaotic signal is converted to an 8-bit digital signal by

sampling with a digital oscilloscope at 12.5 Giga samples per second (GS/s). Random bits are generated by

bitwise exclusive-OR operation on corresponding bits in samples of the chaotic signal and its time-delayed

signal. Statistical tests verify the randomness of bit sequences obtained using 1 to 6 bits per sample,

corresponding to fast random bit generation rates from 12.5 to 75 Gigabit per second (Gb/s) (= 6 bit x 12.5

GS/s).
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Fig. 1 Experimental setup for random bit generation
with chaotic lasers. Amp, electronic amplifier; ISO,

optical isolator; LD, laser diode; PD, photodetector.
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(a) RF spectra of Laser 1 and (b) Laser 2. BW:

bandwidth.
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Table I Result of NIST Special Publication 800-22. All
the 15 tests are passed.

STATISTICAL TEST P-VALUE | PRORORTION| RESULT
frequency 0.219006 0.9880 SUCCESS
block—frequency 0.000387 0.9860 SUCCESS
cumulative—sums 0.572847 0.9870 SUCCESS
runs 0.000550 0.9860 SUCCESS
longest—run 0.917870 0.9900 SUCCESS
rank 0.440975 0.9910 SUCCESS
fft 0.933472 0.9860 SUCCESS
nonperiodic—templates 0.013856 0.9810 SUCCESS
overlapping—templates 0.777265 0.9890 SUCCESS
universal 0.518106 0.9880 SUCCESS
lapen 0.087692 0.9910 SUCCESS
random—excursions 0.013411 0.9868 SUCCESS
random—excursions—variant | 0.112047 0.9851 SUCCESS
serial 0.162606 0.9870 SUCCESS
linear—complexity 0.989425 0.9900 SUCCESS
Total 15

0770

3. Jb0buogoboooobooonon

00000000000000000000
000000000000000000000
0000000000000000 NISTOO
000000000000000000 Fig. 3
000000000000000000ONIST
000000000000000000000
00000 1000006000000000
ONISTOO 1500000000000000
000000 75 Gbps (12.5GS/sx 600 0)0 O
000000000000007000000
00000000000000000000
0ooO

15_I | T | T | T ]

-
w

- 12.5GSps * 6bit = 75Gbps ]

-
-—

Number of passed tests
T
|

3_ -

1 Lo I ! I ! I ! I
1 2 3 4 5 6 7 8

LSB
Fig.3 The number of passed NIST SP 800-22 tests as a
function of the number of least significant bits (LSBs)
used to generate the bit sequence. “15” indicates that all

the tests are passed.
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Fig. 4 Probability density functions for (a) 8-bit

random bits after bitwise Exclusive-OR (XOR)
operation is applied to the two 8-bit digitized chaotic
waveforms, (b) 7 least significant bits (LSBs) selected
from the 8-bit XOR data, (c) 6 LSBs selected from the

8-bit data, and (d) 5 LSBs selected from the 8-bit data.
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