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Increasing the volume of redundant data by multiple clients in cloud storage becomes a vital challenge. Multiple group
setting schemes have recently become important for enabling deduplication for a cloud server. We construct multiple-
groups’ schemes that allow one or more groups to subsequently upload or edit a file such that the cloud server can avoid
duplicate according to the ownership of users. Cloud services become popular with a growing number of users, the
demand for cloud storage information increases. One of the significant challenges of the cloud storage service is the
management of increasing volume of data.

Deduplication removes these extra copies by saving only one copy of the redundant data and replacing the other
copies with pointers to the original. Cloud data deduplication is used for eliminating the duplicate copies on the cloud
storage providers. For example, the same file may be stored in several different places according to different users, or
two or more files that are not identical may still consist of much of the same data.

Secure deduplication in cloud storage system becomes popular for both research and industrial communities. Most of
the cloud computing environments (e.g., Amazon, Dropbox, Google Drive) try to reduce the cost of storage.

The motivation behind our thesis is to allow cross-groups for the file level deduplication which are controlled by each
group manager. In this thesis, not only multiple users but also subsequent multiple groups may own a single file which
is located in the same data storage. From the point of security and privacy views, various issues come up through the
client-side deduplication. The deduplication can be done on a single user side, where the redundancy among his/her
data is identified and removed, but the single user data deduplication is not very practical and does not yield maximum
space saving. In this thesis, we have addressed the issue of the security of the data in the cloud storages when data
deduplication is being in the cross-group user setting.

We first introduce three frameworks with the cross-group setting which can protect against duplication faking attacks

and defend from the unpredictable data attacks. DDUP-MUG fits the original framework of deterministic MLE while



satisfying multiple group features by adding signature scheme. Generally, DDUP-MUG composed of three protocols:
UPL-Dup protocol, EDT-Dup protocol, and DEL-Dup protocol. Moreover, DDUP-MUG reduces the bandwidth by
sending only tag and signature pair while checking verification and duplication. DDUP-MUG ensures both the message
security, tag consistency and the bandwidth efficiency among the cross group. DDUP-MUG supports extended demands
that arise in realistic and secure scenarios.

Second, we proposed a new primitive group signcryption for deduplication called verifiable hash convergent group
signeryption VHCGS by adding the properties of group signcryption and the verification facilities for the storage
server (third party). We have designed a scheme that supports secure deduplication where several groups are sharing
data by using VHCGS. This is an attempt to try out cross-group user deduplication in a real Big Data management.
In doing so, we are taking the utility of existing schemes rather than proposing an entirely new one. We introduce a
framework for a group signeryption scheme which can protect against duplication for the cloud providers and defend
against unpredictable data attacks. VHCGS fits the original framework of deterministic hash convergent encryption
while satisfying a group feature by adding the cloud server verifiable group signcryption. VHCGS is composed of
three protocols: a setup protocol, an upload protocol, and a download protocol. VHCGS ensures message security and
tag consistency as well as the bandwidth efficiency of the group user and cloud storage server. VHCGS supports the
extended demands that arise in realistic and secure scenarios.

Finally, we proof the security of third party proxy re-encryption for group membership and non-group membership
scheme. The main challenges were to make our schemes applicable in a real world scenario. For examples, there are
three software developing companies allocated in different countries. There three companies are a kind of co-operation
and they are trying to share a storage server. In this case, same redundant files owned by the different groups (companies)
are one of the issues for cloud service provider. Firstly the storage server needs one administrator to remove the
redundant file. Secondly, each company needs an agreement with the company before submitting every file or editing
every file. By adding our cross-group deduplicaiton scheme to an existing storage server, the above two problems will

be solved.
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