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Group signatures allow members of the group to sign messages on behalf of the group while being anonymous. On the
other hand, the group manager can identify the dispute members. Thus, group signature schemes provide two features,
namely, anonymity and traceability. However, gaining strong security for group signature schemes with efficient
member revocation mechanism is a quite difficult task. Throughout this thesis, we address the problem of achieving the
strong security for fully dynamic group signatures with efficient member revocation mechanism. We use the simplest
and efficient member revocation mechanism called Verifier-local revocation (VLR) as the revocation approach and
deliver two new security notions and new methods as reasonable solutions for the addressed problems. Moreover, we
propose seven schemes with those solutions.

In 2014 the first lattice-based group signature scheme was presented. That scheme used VLR as the member revocation
approach. VLR is the most flexible and efficient revocation method at present since it requires only to update the
verifiers when a member is revoked. Since the number of verifiers is less than the number of members in a group,
passing revoking details to the verifiers are much more efficient than updating the existing members or generating keys
newly as required by some other revocation methods. The group members have an attribute called, revocation tokens
than the secret signing keys in VLR scheme. The revocation tokens are used to check the active status of the signing
member. Once a member is revoked his token is added to a list called revocation list (RL), and RL is passed to the
verifiers. However, their scheme relies on a weaker security notion called, selfless-anonymity. Moreover, they have not
considered member registration and explicit tracing algorithm which is efficient than the implicit tracing algorithm that
they use. On the other hand, in 2015 a much strong security notion called, full-anonymity was proposed. But it serves
only for static groups, not for dynamic groups.

Stronger security for VLR schemes can be achieved in two ways. One approach is by using a restricted-version of full

anonymity. The other process is changing the methods in the scheme.



In this thesis, we first suggest a new security notion called, almost-full anonymity. The almost-full anonymity provides
the group public key and all the group secret signing keys to the adversary as the full anonymity at the anonymity
game which we use to measure the security of a scheme. However, VLR schemes deal with another secret attribute
called, revocation tokens. The revocation tokens are not available in static groups since they do not provide member
revocation. Since we are dealing with VLR schemes, our new security notion the almost-full anonymity should consider
managing the revocation tokens. We cannot allow the adversary to access revocation tokens of the indices that are used
to generate the challenging signature. If the adversary knows the challenging indices’ revocation tokens, then he can
identify the owner of the signature easily. Thus, in the almost-full anonymity game, the adversary can request revocation
token of any user. But, the requested toekn is only provided if the index of that revocation token is not used to generate
the challenging signature. Moreover, at the challenging phase, the challenging signature is created only for the indices
that are not used to request revocation tokens. Because of these restrictions, we can say, the almost-full anonymity is a
restricted version of the full anonymity.

When employing the almost-full anonymity in schemes, since the almost-full anonymity requires to give all the secret
signing keys to the adversary, the revocation token should not be able to generate using the secret signing keys. The
previous VLR schemes, use part of the secret signing key as the revocation token. As the next step of our work, we
provide a revocation token generation method which creates a revocation token separate to the secret signing keys.
In the first scheme we suggested in the thesis, we have provided a new revocation token generation method, and we
employed the almost-full anonymity to secure the first scheme.

Next, we consider about fully dynamic group signature schemes that provide both member registration and revocation
with VLR. Group signature schemes with member registration present a joining-protocol where new users can interact
with the group manager requesting to join the group. The new users who have valid keys can join the group if those
keys are not used before. Once the group manager received the information from a new user, he validates the keys and
issues the member certification for valid users. Since we use the VLR method, the new members should have member
revocation tokens. In the joining protocol, we allow the group manager to produce a revocation token for the valid users.
Moreover, when dealing with member registration schemes, we have to consider attacks that may the adversary execute
by joining the group. Thus, we suggest another new security notion called, dynamical-almost-full anonymity to serve in
the fully dynamic group signature schemes with VLR. The dynamical-almost-full anonymity allows the adversary to add
new users to the group. However, even the revocation token should be provided at the time of joining, at the anonymity
game we will not give the revocation token to the adversary at the registration query. However, the adversary can request
revocation tokens of any member using the revocation query. As same as the almost-full anonymity, the revocation
tokens are given to the adversary if only the requested indices are not used to generate the challenging signature, and
the challenging signature is not generated for the indices that revocation tokens are revealed. In the anonymity game,
the adversary may add the new users before and after the game starts. If the adversary adds the users before the game
start as legal users, and if he used those member details at the challenging phase since the revocation tokens are already
given, he can win the game. Thus, we have to track the newly added users by the adversary and should allow continuing
the game with that information only. For that, we maintain a list called, HU and at the challenging phase, the signature is
generated only for the indices which are in HU list. In this manner, in the dynamical-almost-full anonymity game allows
to produce the challenging signature for the indices added by the adversary (in HU list) and not used for requesting
revocation tokens.

Then we consider using full anonymity by changing the revocation and verification method. Here, the group manager



sign the revocation token before adding to the list. According to that, verifiers have to check whether the tokens in the
list are signed by the group manager. Since the adversary does not know the group manager secret key even he has the
tokens he cannot add them to the revocation list and check the signer of the given signatures as before. As a result we
can directly apply full anonymity that provides all the secret keys including challenging indices tokens to the adversary.

In final step we consider the growth of the revocation list when applying in real life applications and provide a solution
with time-bound keys. Thus each key has an expiration time and expired members cannot sign. We use dynamical-
almost full anonymity secure our scheme.

In this thesis, using above techniques we proposed seven group signature schemes with VLR that satisfy stronger

security than the previous VLR group signature schemes.
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