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Throughout this thesis, we considered four important problems of private computation in the cloud such as (i) private
multiple queries problem, (ii) private equality tests for single and multiple equalities, (iii) private inequality tests for
single and multiple in inequalities, and (iv) private database queries. For this purpose, we discussed their solutions by
proposing the corresponding protocols in the cloud using the semi-honest model in which the security of the protocols
is ensured by either symmetric or public-key somewhat homomorphic encryption (SWHE) based on ring learning with
errors problem.

For the first problem of private multiple queries, we selected the secure pattern matching with repetitive wildcards
(SPM-RW) in which a wildcard “#” in the pattern replaces with zero or more letters in the text. Furthermore, we
regarded the pattern with multiple wildcards as multiple queries for the pattern matching. To solve this multiple queries
problem, we have shown an efficient SPM-RW protocol using a new packing method that helps us to pack multiple
variablelength patterns (queries) in a single polynomial and sends them as a single query to the cloud. The packing
method also helps us to perform the pattern matching using the squared Euclidean distance (SED) algorithm with fewer
multiplications than the existing method.

In the second problem of private equality tests, we studied two sub-problems: private equality test (PET) for
performing a single equality test between two messages (integers) of / bits and private batch equality test (PriBET)
for performing many equality tests such as finding a single message (an integer) within a set of messages (integers).
To define the PET problem, we considered the blind verification of an online auction. To solve the PET problem, we
have shown a PET protocol using the existing packing method, in which the Hamming distance technique measures the
equality. In addition, our protocol outperforms state-of-the-art due to using a lowdepth equality circuit. Moreover, we
regard the PriBET problem as a multiple queries problem in which the lengths of the queries are equal. For example,

an [-bit SSN is searched within a set of k¥ SSNs of / bits for health insurance verification between a hospital and an



insurance company. To perform this, we have shown an efficient PriBET protocol for the blind verification of health
insurance. Furthermore, we have proposed another packing method to pack multiple equal-length queries, in which the
packing is derived from the packing method of multiple queries with variable-length. Besides, we have been able to
perform PriBET computation using a few multiplications due to using the modified packing method.

In the third problem of private inequality tests, we considered two sub-problems: private inequality test (PIT) for
performing a single inequality test of two integers of / bits and private batch inequality test (PriBIT) to perform many
inequality tests such as searching a set of integers of / bits to get all values greater or less than an integer of the same
size. To define the PIT problem, we regard scenario of a private online auction, in which two bids (/-bit integers) are
needed to compare blindly between the auctioneer and the bidder. To solve PIT problem, we have proposed PIT protocol
using a low-depth inequality circuit engaging two new packing methods along with batch technique. Furthermore,
we used a packing method to measure the incremental Hamming distance calculation that required for PIT protocol.
In addition, another packing method was used to find the bit difference to calculate the inequality. Moreover, the PIT
protocol outperforms the existing protocol for a single inequality comparison. For the PriBIT problem, we took a real-
life problem of blind health inspection between a health research institute and a hospital. To solve this problem, we have
shown a PriBIT protocol to understand the batch inequalities using a low-depth batch inequality circuit with the help of
two new packing methods. The packing method helps to perform PriBIT computation with a few multiplications using
the double batch technique. Besides, the experiments show the practicality of the PriBIT protocol.

Next, we considered our fourth problem of private database queries (PDBQ) in which a single value of the query
needs to compare with many records of a table in the database securely. In this case, the PriBET and PriBIT protocols
can be engaged along with their low-depth equality and inequality circuits. For PDBQ processing, we took four sub-
problems in two settings: twoparty setting and three-party setting. In the two-party setting, we considered the traditional
problems of conjunctive, disjunctive, and threshold queries with k& conditions without any aggregate function. For
solving conjunctive and disjunctive problems of many equalities, we have proposed private conjunctive query (PCQ)
and private disjunctive query (PDQ) protocols by using the technique of the PriBET protocol and its packing method.
For threshold query problem of many inequalities, we have shown private threshold query (PTQ) protocol by engaging
the technique of the PriBIT protocol and its packing method. For the three-party setting, we took a special conjunctive
query problem with aggregate function. To solve this problem, we have proposed special private conjunctive query
(SPCQ) protocol using another packing method for encoding multi-dimensional data by modifying the packing method
of the PriBET protocol. In SPCQ protocol, we have used concatenation method to realize the conjunctive property of
equality appeared in the query. Moreover, theoretical analysis and practical experiments prove the practicality of the
PCQ, PDQ, PTQ, and SPCQ protocols, which outperforms state-of-the-art.

For the above PriBET protocol, we have used binary encoding for the protocol’s computation. Finally, we have shown
an improved technique of the PriBET protocol towards big data processing using base-N fixed-length encoding rather
than binary encoding in which N is the encoding size. Our practical experiments show that the base-N PriBET protocol
works 8-20 faster than the PriBET protocol using binary encoding. Moreover, it can perform over 1.16 million (resp.,
862 thousand) comparisons per minute for integer size of 8 bits (resp., 16 bits) with base-256 (resp., base-65536)
encoding.

From the protocols of private computation along with their practicalities as mentioned above, we believe that private
computation in the cloud will be an upcoming promising service that can be received by the users who want to outsource

their massive computation to the cloud. We also believe that our protocols will help future researches to perform private



computation using our batch technique along with the proposed packing methods wherever they are indispensable.
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