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The standardization of IT system security is always a common issue all over the world. The security of a system
is only as strong as the weakest link. For software engineering, the “link” means each task in different process,
such as design, implementation, test, operation, maintenance and so on. The whole security of IT systems can be
guaranteed only when each task has been performed properly according to consistent standard.

ISO/IEC 15408 and ISO/IEC 18045 are a pair of international standards for information security evaluation. Rigorous
evaluation based on the two ISO standards provides a unified way of comparisons among IT systems, such that the
developers can rationally show the security strength of their products and the customers can easily choose suitable
systems according to the evaluation results. ISO/IEC 15408 and ISO/IEC 18045 establish a trustworthy relationship
with common basis among all stakeholders of the target system, wherefore ISO/IEC 15408 and ISO/IEC 18045 are
widely used as national standard all over the world.

Security evaluation based on ISO/IEC 15408 and ISO/IEC 18045 is very complex. The whole security evaluation
process can be summarized as evaluators receive the evaluation evidence from the developer performs the evaluation
activities and provides the results of the evaluation assessment. Evaluators perform evaluation activities to verify
whether the target system complies with ISO/IEC 15408 and ISO/IEC 18045. Although, two ISO standards have given
a set of instructions to guide the evaluation activities and specified detailed procedures how to carry out those activities.
It is not clear enough and difficult even for experienced evaluators to accomplish the security evaluation. The security
evaluation process involves tens of documents and a wide variety of tasks. Such heavy work shall cost lots of time and
complex evaluation activities may cause evaluators making mistakes. Moreover, to manage a lot of intermediate data
in evaluation process is difficult even for experienced evaluators. It is also difficult to ensure that evaluation is fair

and transparent. Although each evaluator tries to evaluate a target system earnestly, evaluation results may be different



among evaluators because of evaluators’ biases. These issues not only may result in consuming a lot of time, but also
may affect the correctness, accuracy, and fairness of evaluation results. Thus, it is necessary to provide a supporting
environment that supports all relevant tasks in the evaluation process to reduce the complexity of all evaluators’ work
and guarantee the quality of evaluation results at the same time. However, there is no such environment existing until
now.

This thesis presents a supporting environment for IT system security evaluation based on ISO/IEC 15408 and ISO/
IEC 18045 that integrates various supporting tools to perform a complete process of security evaluation on the target IT
system. This supporting environment can provide facilities for evaluators to perform all tasks in the evaluation process
in a guided order. This supporting environment can promote each task with locating the relevant contents in tens of
documents and providing helpful information or functions for evaluators to determine whether these relevant contents
are up to the standard. The supporting environment can provide facilities for evaluator to manage all evaluation-relevant
documents, intermediate information and their reviews on the target systems during the evaluation.

To provide full facilities for performing the security evaluation process, we firstly analyzed the whole security
evaluation process based on ISO/IEC 15408 and ISO/IEC 18045 and clarified 674 necessary evaluation tasks. We also
clarified the procedure and detailed actions for each task. Under the consideration that tasks with similar procedural
pattern can be supported by the same method, we then classified the detailed evaluation tasks into 7 groups according
to the pattern in the procedures and proposed appropriate supporting methods for each group of evaluation tasks.
According to these supporting methods, we designed and implemented each necessary supporting tool. Considering the
complicated relationship among various evaluation tasks, we clarified the sequence of evaluation tasks and implement
a supporting tool to guide evaluators perform all tasks in right order. We analyzed all evaluation-relevant documents,
intermediate information and evaluators’ reviews, and then designed matched formats to transfer this information into
structured data that can be easily managed and used in the evaluation process.

We then evaluated the completeness, usability and efficiency of the evaluation supporting environment. We proposed
an evaluation method to show the completeness of this supporting environment and evaluated it at design level and
implementation level based on the method. We then discussed how this supporting environment is capable and useful
to provide comprehensive facilities to perform all tasks in evaluation base ISO/IEC 15408 and ISO/IEC 18045. We
also show the efficiency of this supporting environment by comparing the consumed time between evaluation with this

supporting environment and a normal evaluation.
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