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Cryptographic protocols are protocols which perform some security-related functions using cryptography. Flaws
of cryptographic protocols will bring serious security problems to the cyberspace application, and even cause the
immeasurable loss. Therefore, security analysis of the cryptographic protocols become an indispensable process.

Formal analysis method is used to security analysis for cryptographic protocols. Until now, theorem proving method
and model checking method is widely used for formal analysis of cryptographic protocols. These methods can be
regarded as proving methods because analysts should enumerate the security properties that a protocol should satisfy
and accurately describe these properties as formulas in advance, then prove or check whether the target cryptographic
protocol satisfies the formulas or not, thereby verifying whether flaws exist or not. Theoretical limitation of such
proving methods is that analysts should enumerate all formulas accurately describe the security properties before they
start to verify target cryptographic protocols with the methods and the methods only can verify the security through the
enumerated formulas. If the enumeration is not enough, some flaws cannot be detected. However, it is generally difficult
for analysts to enumerate the formulas completely.

As an alternative way, a concept of formal analysis method with reasoning has been proposed by Cheng. Analysts do
not need to enumerate all the formulas that accurately describe the properties in advance but take the behaviors explicitly
and implicitly included in the specifications of cryptographic protocols as premises to perform forward reasoning.
By forward reasoning, formulas related to flaws can be deduced and it is possible to deduce the formulas that point to
some unknown flaws in principle. Wagatsuma et. al proposed the concrete procedures of formal analysis method with
reasoning for key exchange protocols. In the method, analysts formalize the participant’s behaviors and an intruder’s
behaviors to perform forward reasoning, and then analysts analyze the deduced formulas whether successful attacks
exist. However, there are still some limitations and problems in the method. First, it cannot analyze the cryptographic
protocols except key exchange protocols. Second, there are no clear flaw analysis criteria to accurately analyze whether

the deduced formulas are related to flaws of the target protocol. Third, due to the limitations of the intruder’s behaviors,



some flaws cannot be detected. Fourth, many tasks in the method need to perform manually that lead to time-consuming
and error-prone problems.

This thesis proposes the improving formal analysis method with reasoning for cryptographic protocols and the
supporting environment for formal analysis to solve the above limitations and problems. First, we extended the formal
analysis method with reasoning to apply to various cryptographic protocols. Second, we proposed the fine-grained flaw
analysis criteria to analyze the deduced formulas. Third, we extended the formalization tasks and forward reasoning
tasks to detect more types of flaws. Fourth, we proposed the supporting environment for formal analysis. This thesis
describes the findings and results obtained through our research on demonstrating the effectiveness of the extended
method and the support environment.

The extended formal analysis method can deal with 19 representative cryptographic protocols. As the first step
of expansion, we compared 19 representative cryptographic protocols based on participants’ number and behaviors
and summarized five features of these protocols. Then, we extended the participants’ behaviors by adding new rules
corresponding to the summarized features. We also proposed a specific procedure to decided how falsified data that an
intruder would send. After extending, we performed case studies to verify whether the extended method can be used to
detect flaws of various cryptographic protocols. By succeeding in detecting the known flaws of secret splitting protocols,
it can be said that the extended method can deal with various cryptographic protocols.

Fine-grained flaw analysis criteria have been proposed to analyze the deduced formulas. First, we defined what is
a flaw in a cryptographic protocol and considered the security properties of cryptographic protocols can be used as
criteria for testing the security of cryptographic protocols. We have organized six fine-grained security properties of
confidentiality, authentication, fairness, non-repudiation, anonymity, and atomicity, and used them as flaw analysis
criteria to analyze flaws in cryptographic protocols. We also verified the flaw analysis criteria are capable by analyzing
Needham Schroeder protocol and anonymous atomic transaction protocols.

The extended formal analysis method can detect flaws related to not only guessing attacks and external replay attacks
but also non-repudiation and fairness. To detect more types of cryptographic protocol flaws, we extended the intruder’s
behavior to describe guessing attacks and external replay attacks and proposed a new method to perform forward
reasoning to test the flaws related to non-repudiation and fairness caused by participants’ deception. We also took the
Needham Schroeder protocol and ISI protocol as cases to perform security analysis. By the result of analyzing, it is
proved that the improved formal analysis method with reasoning is effective to detect the flaws of guessing attacks,
external replay attacks and the flaws related to non-repudiation and fairness.

The first supporting environment for formal analysis of cryptographic protocols has been proposed. To resolve the
time-consuming and error-prone problems, We developed automated formalization tools and integrated other automated
supporting tools so that it can support analysts to perform formal analysis of cryptographic protocols through the whole

processes automatically.
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