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An information security engineering environment is needed for supporting continuous and consistent the tasks.
An intrinsic difficulty in ensuring security of information systems is that crackers are active persons who can get
knowledge day after day and then continuously attack target systems always with new techniques. Therefore, it is
important to continuously perform what not only in design and development but also in management, maintenance,
and abolition. Moreover, the whole security of a system is only as strong as the weakest link: the most vulnerable
component in systems. Each task should be performed according to consistent standards for ensuring the whole
security of a system. It is required to support continuous and consistent design, development, management,
maintenance, and abolition of security facilities of information systems.

There have been no environment that can support continuous and consistent design, development, management,
maintenance, and abolition of security facilities. In software engineering, some software engineering environments
are developed and used for supporting design and development of information systems with high reliability
requirements. However, these software engineering environments are specialized in ensuring reliability of systems.
The environments do not support to rapidly add and improve security facilities in management, maintenance, and
abolition of developed systems. Moreover, the environments do not ensure the whole security of a system, because the
environment supports each task and development of each component according to individual methods or standards.
Therefore, the environments are not enough to support continuous and consistent design, development, management,
maintenance, and abolition of security facilities. In information security engineering, databases that can support
development of authentication systems and management of security specifications are developed and used. However,
the databases are specialized in supporting a particular function in security facilities or a particular task in design,
development, management, maintenance, and abolition of security facilities.

We propose an information security engineering environment, named “ISEE" to support continuous and consistent
design, development, management, maintenance, and abolition of security facilities. This thesis presents our basic

considerations on ISEE, its requirement analysis, design, prototype implementation, and evaluation.
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We defined concrete policy for developing ISEE to support continuous and consistent design, development,
management, maintenance, and abolition of security facilities. ISEE supports not only design and development of
security facilities but also management, maintenance, and abolition of them. For supporting consistently performing
the tasks, each the task should be performed according to consistent standards. Therefore, ISEE forces users to
perform the tasks according to rules of ISO standards and formal methods. Moreover, ISEE forces users to rapidly and
repeatedly the tasks in appropriate sequence.

To define requirements for ISEE, we clarified detailed tasks in design, development, management, maintenance,
and abolition of security facilities. We also clarified ISO standards for the tasks and a sequence of the tasks. ISEE
should continuously and consistently support the tasks according to the sequence and standards. We then defined
requirements for ISEE according to the tasks, the standards, and the sequence.

We designed ISEE satisfying the requirements. ISEE consists of a central database system, named “ISEDS (An
Information Security Engineering Database System)," and some tools. ISEDS manages the data of security facilities
and ISO standards for security. The support tools also support to create, verify, validate, and review documents for
security facilities. We then implemented some components of ISEE: ISEDS, a security target generation tool, and a
security target verification tool according to international standard ISO/IEC 15408. Current ISEDS can manage and
retrieve data of security requirements provided by the standard and published/personal cases described on security
targets. The security target generation tool can generate templates of security targets from certified security targets
according to the standards. The security target verification tool can support verifying design specifications described
on security targets with security requirements defined on ISO/IEC 15408. We then evaluated cost, usability, power, a
standard that assure minimum security, applicability of international standards, applicability of formal methods, and
propriety of sequence of ISEE.

This thesis is organized as follows. Chapter 1 presents the background, motivation, and purpose of this research,
and related works. Chapter 2 explains the concept of an information security engineering environment. Chapter 3
presents a requirement analysis of ISEE. Chapter 4 presents a design of ISEE. Chapter 5 presents an implementation

of ISEE. Chapter 6 presents an evaluation of ISEE. Concluding remarks are given in Chapter 7.
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